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Abstract

There is a growing need for efficient computational offloading technolo-
gies that can handle large data flows while adhering to strict response time
and power consumption constraints as a result of the explosive growth of
Internet of Things (IoT) devices. Real-time IoT applications require scal-
ability and responsiveness, which traditional cloud computing cannot pro-
vide. To address these issues, this thesis presents a task offloading frame-
work based on Deep Q-Network (DQN) in a collaborative architecture be-
tween IoT, fog computing, and cloud computing levels for intelligent and
adaptive decision-making that maximizes system performance. The DQN-
based strategy achieves superior performance, with reductions of up to 50%
in total cost, 33% in latency, and 25% in energy consumption compared to
competing methods, according to extensive simulation experiments against
state-of-the-art algorithms, such as bat, DJA, and DDPG-based approaches.
The DQN algorithm also shows strong convergence behavior, low variance,
and high reliability across multiple scenarios, confirming its robustness and
adaptability in distributed computing environments. In order to improve
Quality of Service (QoS) and Quality of Experience (QoE) in IToT—fog—cloud
ecosystems, this work offers a scalable, data-driven ofoading solution, which
advances the expanding field of intelligent task management. The suggested
framework opens perspectives for more independent and energy-conscious
computing paradigms by laying the groundwork for future studies on multi-
agent deep reinforcement learning, federated offloading techniques, and op-
tical network-enhanced IoT infrastructures.

Key words: Internet of Things (IoT), Task Offloading, Energy Con-
sumption Minimization, Latency, Cloud Computing, loT System, Deep Q-
Network (DQN)



Résumé

En raison de la croissance explosive des appareils connectés a I'Internet
des Objets (IdO), il existe un besoin croissant de technologies efficaces de
déchargement informatique capables de gérer d’importants flux de données
tout en respectant des contraintes strictes en matiere de temps de réponse
et de consommation d’énergie. Les applications IdO en temps réel exigent
une évolutivité et une réactivité que le cloud computing traditionnel ne
peut offrir. Pour répondre & ces problémes, cette thése présente un cadre
de déchargement des taches basé sur le Réseau Q Profond (RQP) dans une
architecture collaborative entre les niveaux 1dO, fog computing et cloud com-
puting pour une prise de décision intelligente et adaptative qui maximise les
performances du systeme. La stratégie basée sur le RQP permet d’obtenir
des performances supérieures, avec des réductions pouvant atteindre 50%
du cout total, 33% de la latence et 25% de la consommation d’énergie par
rapport aux méthodes concurrentes, selon des expériences de simulation ap-
profondies par rapport aux algorithmes de pointe, tels que les approches
basées sur bat, DJA et DDPG. L’algorithme RQP présente également un
comportement de convergence élevé, une faible variance et une grande fiabi-
lité dans de multiples scénarios, confirmant sa robustesse et son adaptabilité
dans les environnements informatiques distribués. Afin d’améliorer la Qua-
lité de Service (QdS) et la Qualité d’Expérience (QdE) dans les écosystemes
IdO-fog-cloud, ce travail propose une solution de déchargement évolutive et
basée sur les données, qui fait progresser le domaine en pleine expansion de
la gestion intelligente des taches. Le cadre proposé ouvre des perspectives
pour des paradigmes informatiques plus indépendants et plus économes en
énergie en jetant les bases d’études futures sur 'apprentissage profond par
renforcement multi-agents, les techniques de déchargement fédérées et les in-
frastructures IdO améliorées par les réseaux optiques.

Mots clés : Internet des Objets (1d0O), déchargement des taches, mini-
misation de la consommation d’énergie, latence, cloud computing, systéme
1dO, Réseau @ Profond (RQP)



e Jolald) Lgisan Wled lu> d ol OLdad Sl jhe dxl> Il
Llaiuw¥ Cd g e Ao Hlo d gy al IV e 8 eI Obled) Olaa.5
il ;Lw“z’! CA ) a).@:-}’ Flgll gl Al Wdlall IMgwl g
92 9 cdaliuw¥i g fw ol ALl (Lald uﬁjﬂ‘,ﬂ;\.ﬁuiﬂ Ca p) Olacdal
(Ol 6l dmIlaod o 5B o5 ddand %M‘W}aﬁ‘bmyu
AL e ) )l g3 (Ao elian plgad! fo it oo b A g bWl oLa auaS
dow g1 9 slea¥ Co i) Ob giwn (o A glad Ao (o2 ddceall dcuaall
SO AL g Asod Ol 8 AT Sl e Al dw gndl 9 bl
4yl e e dALlal ‘\.«:-u.u‘).‘.uY|L§.E:q.a ‘zUa.A.N ;‘M‘n.da.a.i‘_,.\.cd.o.a.i
MJS.;J“:,ﬁ X "J!Muam‘&nﬂu.um ;‘.\\ ddcoall dcuaall ALY
W ylae WBlall UMWl B oY g Aol u.nJ ‘:,ﬁ AR 44.«.“.0:-3"
uLun))“g:q.H u..\:-! d.iLa.nA.a.«S.no\él:q.n oyl Lmj‘ml.«.d! d).b.ﬂ.a
‘uJLa.d‘uﬂ“.!ﬁ Llé‘g.\.u LL@.\! 4o coatl dcuaal! ALY MJJ'P}@&J
A 5 Lew Banaiine Ol g sliccw e Adle B 40909 4l.l.c4.a:-..m lLuLuj
e ST (o Ae ) o) dw gond) Olio 2 s e Lgd jud g Lol
‘d.vbc.ull_u\.ua.n_;l.uuY! CA A A.c).Ya.ﬂ ‘_,3 d.a)a.d! 033:-3 douindl 30 g
Lo (Jla ¥ & ad ub\.‘.di‘_,.\.:u.ulﬁj PER 2wl MADM:-J.QAJ‘ laa audy
CM‘ JU@}" @af &w‘g.d‘ %,3 A Y PN ‘a\.@e—n 541a) Jlowe ?H
ool ¥ sl 5] IS [y ABUATL Ll g 9 A0 MATw) HEEsT Arw g 7 dLaid LLBLAT
OLads g oMo gl el Greatl ) iaedl @laidl Jo> Addiue Oluwl
A gt Ol 5 ) jaedt e W1 o oY Al ol g Bu god ! j paid !

o) « GO IYDim) Jls ¢ p B 285 ¢ b YN 5 ) o Lilde SlelS

Sapa)) Gl Guejles cbb I s ) P18« Sayland) Sumesd! ¢ Solsda !
Siyagd)



Contents

List of Figures

List of Tables

List of Abbreviations
General introduction

1 IoT Systems Architecture
1.1 Introduction . . . . . . . . . ..
1.2 Notions of Internet of Things . . . . . . . . .. ... ... ... ... ...,
1.3 Internet of Things applications. . . . . . . . . . ... ... ... ... ...,
1.4 Benefits of Internet of Things systems . . . . . . .. . ... ... ... ....
1.5 Challenges faced by Internet of Things . . . . . . .. .. .. ... ... ...
1.6 IoT system architectures . . . . . . . . . . .. ... ... ... ... ...,
1.7 Overview of IoT- fog- cloud system architecture . . . . . . .. ... ... ..
1.7.1 IoT device layer . . . . . . . . . . . ..
1.7.2 Foglayer . . . . . . . .
1.7.3 Cloud layer . . . . . . . . .
1.8 Data and task management in IoT systems . . . . . . .. .. ... ... ...
1.8.1 Data management in [oT systems . . . . . .. ... ... ... ...
1.8.2 Task management in 0T systems . . . . ... ... ... ... ....
1.9 Data and task placement in IoT systems . . . . . ... ... ... ... ...
1.9.1 Data placement in [oT systems . . . . .. .. ... ... ... ...,
1.9.2 Task placement in [oT systems . . . .. ... ... ... ... ....

1.10 Conclusion . . . . . . . .

© 0w N I



Contents

2 IoT Task offloading problem 23
2.1 Introduction . . . . . . . . . . 23
2.2 ToT systems: data and tasks . . . . .. . ... ... L. 24

2.2.1 Datain [oT systems . . . . . . . ... .. ... .. ... ... 24
2.2.2 Tasksin [oT systems . . . . . . ... ... ... 25
2.3 The data offloading problem . . . . . . ... ... oL 25
2.4 The task offloading problem . . . . . . ... ... 25
2.5 Types of task offloading . . . . . . .. .. ... Lo 26
2.5.1 Fulloffloading . . . . . . .. .. 26
2.5.2 Partial offloading . . . . .. ... 26
2.6 Factors influencing offloading decisions . . . . . . . .. ... ... 27
2.6.1 Task characteristics . . . . . . . ... ... oL 27
2.6.2 Network conditions . . . . . . . .. .. Lo 27
2.6.3 Device capabilities . . . . . . . ... o 28
2.6.4 Fog/cloud resource availability . . . . . . ... ... ... ... 28
2.6.5 Application requirement . . . . . ... 28
2.7 Targets of task offloading . . . . . . . ... oo 29
2.7.1 Latency . . . . . . . . 29
2.7.2  Emergy consumption . . . . .. ..o Lo 30
2.7.3 Cost . . . . 30
2.74 Bandwidth. . . . . ... ... 30
2.7.5 Response time . . . . . . ... 31
2.8 Task offloading strategies . . . . . . . . ... 31
2.8.1 Machine learning based offloading algorithms . . . . . . . ... .. .. 32
2.8.2  Non Machine learning based offloading algorithms . . . . . . . . . .. 40
2.9 Conclusion . . . . . . . . 46

3 DQN-based offloading algorithm 47
3.1 Introduction . . . . . . . .. 47
3.2 System architecture . . . . . . ... L 48
3.3 Task offloading model . . . . . . . ... oo 51

3.3.1 Taskmodel . . .. ... .. .. ... 51
3.3.2  The offloading decision problem formulation . . . . ... .. ... .. 51
3.4 Task execution possibilities . . . . . . . ... oo 52
3.4.1 Local execution . . . . . . . . . .. 52

Univ-Chlef



Contents

3.4.2 Fogexecution . . . .. . ... 53

3.4.3 Cloud execution . . . . . . . . ... 54

3.5 Problem formulation . . . . ... ... 0o oo 95
3.5.1 Objective function . . . . . .. .. ... 56

3.5.2 Contraints . . . . . . ... 56

3.6 Proposed solution . . . . . . . . ... 58
3.6.1 Optimal task offloading solution . . . . . . ... ... ... ... ... 60

3.6.2 DQN-based task offloading . . . . . . ... ... 62

3.7 Conclusion . . . . . . . . 69

4 Performance Analysis and Discussion 70
4.1 Introduction . . . . . . . .. 70
4.2 Simulation setup and parameters . . . . . ... ... L. 71
4.2.1 System parameters . . . . . . . ... 71

4.2.2  Simulation model . . . . . ..o 72

4.3 Evaluation Metrics . . . . . . . . .. 74
4.3.1 Average latency (L): . . . .. .. oo 75

4.3.2  Average energy consumption (E): . . . ... ... 75

4.3.3 Total system cost (C): . . . .. ... Lo 75

4.4 Results and Analysis . . . . .. . ..o oL 76
4.4.1 Convergence and learning stability . . . . .. .. ... ... ... .. 76

4.4.2  The proposed algorithms comparative analysis . . . . . . ... .. .. 78

4.4.3 Comparative performance results . . . . . . . ... ... L. 81

4.4.4 Discussion of findings . . . . . . .. ... o Lo 86
General conclusion 91
Bibliography 94

Univ-Chlef



List of Figures

1.1
1.2
1.3
1.4
1.5
1.6
1.7

2.1
2.2

3.1
3.2
3.3
3.4

4.1
4.2
4.3

4.4

4.5

4.6
4.7

The Internet of Things technology . . . . . . . .. .. ... ... ... ....
IoT applications . . . . . . . . . . . . .
[oT challenges . . . . . . . . . . . .
The architecture of the IoT-fog-cloud system . . . . . . .. .. ... ... ..
A small temperature sensor . . . . . . ...
Smart wearable watch . . . . ... Lo o

A smart surveillance camera . . . . . . ...

Various targets of task offloading . . . . . . ... .. ... ... ...

Machine learning algorithms . . . . . . . . . . ... ... ... .. ... ...

Overview of lIoT—fog—cloud architecture [1] . . . . ... ... ... ... ...
The interaction model of RL . . . . . . . .. . . ... ... ... .. .. ...
Flowchart of the proposed DQN-based and optimal offloading strategies . . .
The process of task offloading decision of RL algorithms [1] . . . . . . . . ..

DQN approach execution time . . . . . . . . ... Lo
Optimal strategy and DQN training convergence process . . . . . . . . . ..
the average energy consumption for DQN and optimal strategy in different
execution layers for 10 tasks and 100 tasks. . . . . . . . . ... ... L.
the average latency for DQN and optimal strategy in different execution layers
for 10 tasks and 100 tasks. . . . . . . .. ..o
Latency Comparison across task offloading strategies. . . . . . . ... .. ..
Energy consumption comparison across tasks offloading strategies . . . . . .

Total cost comparison across tasks offloading strategies . . . . . . . . .. ..

12
14
15
15
15

29
34

99
99
67

77
78

79



List of Tables

2.1
2.2

3.1
3.2
3.3
3.4

4.1
4.2

Comparison of research publications based on machine learning. . .

Comparison of research publications based on non-machine learning algorithms.

Abbreviations used in the proposed model . . . . . ... ... ...
Description of parameters in the state space representation . . . . .
Description of possible actions in the action space . . . . . ... ..
Example of reward values and their interpretation in the DQN-based offloading

model . ..o

Simulation parameters . . . . . . ... ... L

Mean and standard deviation of the three metrics across100 tasks.

38
44

50
63
64

65

74
87



List of Abbreviations

IoT:
DQN:
QOE:
QoS:
NAS:
Al
SQL:
PSO:
GA:
ACO:
BLA.:
FPGA.:
PGA.
PDST:
LTB-TAOO :
MD:
VR/AR:
DRL:
RL:
DL:
CPU:
RAM:
SVM:
ANN:
DNN:
DDPG:

Internet of Things.

Deep Q-Network.

Quality of Experience.

Quality of Service.

network-attached storage.

artificial intelligence.

Structured Query Language.

Particle Swarm Optimization.
Genetic Algorithm.

Ant Colony Optimization.

Bees Life Algorithm.

Field Programmable Gate Arrays.
Priority-aware GA.

percentage of deadline satisfied tasks.
Latency Time Based Task Assignment Combine with Online and Offline.
mobile devices.

Virtual Reality and augmented reality.
Deep Reinforcement Learning.
Reinforcement learning.

Deep Learning.

Central Processing Unit.

Random Access Memory.

Support Vector Machines.

Artificial Neural Networks.

Deep Neural Networks.

Deep Deterministic Policy Gradient.



List of Abbreviations

MARL:

NSANNOM:

OCOP:
LTC:
MEC:
PPO:
MIMO:
ACORL:
IoMT:

DM-MIMO:

IoV:
PSOS:

NSGA-II:

IC:

ILP:
HWGA.:
VEC:
RDA:
SA:
RDSA:
FNs:

MFLOPs:

CI:
MB:
UAV .
CB :
DJA:

Multi-Agent Reinforcement Learning.

Network through Smart ANN-based Offloading Mechanism.

Optimal Clustering and Offloading Parameters.
Latency Time Compute.

Mobile Edge Computing.

Proximal Policy Optimization.
Multiple-Input Multiple-Output.

Adaptive Computation Offloading Model.
Internet of Medical Things.

Distributed Massive Multiple-Input Multiple-Output.
Internet of Vehicles.

Particle Swarm Optimization Strategy.
Non-dominated Sorting Genetic Algorithm II.
Internet Cloud.

Integer Linear Programming.

Hybrid Whale Genetic Algorithm.

Vehicular Edge Computing .

Red Deer Algorithm.

Simulated Annealing.

Hybrid Meta-Heuristic Algorithm.

Fog Nodes.

Mega Floating-Point Operations Per second.
Confidence Interval.

Mega bits.

Unmanned Aerial Vehicle.

CPU cycles per Bit.

Discrete Jaya Algorithm .

Univ-Chlef



General introduction

Introduction

In the information technology era, data is the most important commodity. In data-driven
enterprises, having more data usually generates more value [2]. According to estimations of
the International Data Corporation, at the end of the year 2025, the number of connected
devices will be more than 41 billion, with the ability to generate more than 79 zettabytes
annually [3]. By 2030, the number may rise to 500 billion connected devices. These connected
devices constitute the internet of things (IoT), which has the capacity to generate data [4].
The exponential growth of IoT brought about the birth of large networks of mobile devices,
creating a huge amount of data. These devices are frequently used, but they are often
constrained by their limited capabilities in terms of computation power, capacity of storage,
and energy consumption. In current IoT applications, most data that needs storage, analysis,
and computation power are sent to the cloud centers [5].

Cloud computing is a radically new computing paradigm that provides on- demand and
easy access to a common, and unlimited pool of resources that can include storage, pro-
cessing power, and applications over the internet. The vast pool of resources and services
has enabled the emergence of several new applications, such as virtual reality, smart grids,
and intelligent environments [6]. Thus, individuals and organizations are freed from building
and maintaining a large on-premise infrastructure, allowing them to have flexible and scal-
able resources, which are cloud-provisioned and realized dynamically. In this model, cloud
computing becomes a pay-as-you-go utility, making it a cost-effective, efficient technology,
available to any business, small to very large. The benefits of cloud computing — minimal
management effort, convenience, rapid elasticity, pay per use, ubiquity — have given birth to
a multi-billion industry that is growing worldwide. The reliance on centralized cloud com-
puting leads to considerable physical and logical separation between IoT devices and the

cloud, which causes higher network latency and inconsistent performance [7]. This central-
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ization leads to increased delays in data processing and transmission, hindering the real-time
response required by many IoT applications. The challenge becomes more pronounced and
intense as more and more IoT devices and objects integrate in the human daily life [8]. The
traditional cloud computing paradigm is unable to meet the critical requirements such as: low
latency, location awareness, and mobility support effectively. Moreover, in some applications,
transmitting the data to the cloud may not be practical solution due to privacy concerns.
Over the years, several researchers have proposed new technique to address the urgent
need for computing paradigm that is near the connected devices, particularly in terms of
geographic and bandwidth dissemination-related problems in latency. The fog computing
paradigm is the central concept that provides cloud functionality of processing, and storage
power, to minimize latency and maximize bandwidth [9, 10]. Any connected device from the
[0T level can benefit from the fog computing services. In addition, while fog can operate
independently and collaborate with each other, they are not separate from the traditional
cloud. The installation of fog provides a practical and imaginary solution for real-time
applications has become a popular approach in this paradigm [11]. In many applications,
[oT devices produce large computational tasks. However, the limited energy available for
compute and storage services necessitates moving tasks to fog close to the devices, rather
than regularly travelling through the cloud [12]. Moreover, the fog is a mediating platform
between the physical IoT devices (users) and the cloud infrastructure so as to fulfill most of
its tasks for performance explicitly optimization for delay, workload balancing, and resource
utilization - a term generalizing task offloading [13].In this context, the main objective of this
thesis is to propose a task classification method designed to optimize the offloading process
in ToT—fog—cloud systems [14]. The task offloading is achieved by mutual benefits through
fog-cloud combinations, offering continuous IoT services based on various quality of service
(QoS) requirements. However, the introduction of a fog creates a major concern: whether to
offload tasks to the fog or to the cloud. Several factors significantly affect the study regarding
policies for offloading decisions, including deadlines and availability of computation sources
and fog node capabilities. By employing a deep Q-network (DQN)-based learning framework,
the proposed approach dynamically learns optimal task classification and offloading policies
that minimize both energy consumption and latency, thus improving overall system efficiency
and adaptability. This method intelligently classifies tasks according to their computational
requirements, latency sensitivity, and resource constraints, in order to determine the most

appropriate execution layer (IoT device, fog node, or cloud server).

Univ-Chlef 2



General introduction

Challenges and Motivation

As thoroughly discussed, computational offloading is driven by the need to overcome resource
constraints on IoT devices, which often lack performance, energy efficiency, scalability, and
cost requirements while enabling advanced applications. IoT devices can save energy, prolong
battery life, and enhance performance by shifting computationally demanding tasks, such as
real-time or time-sensitive data analytics, machine learning inference, or video processing, to
more powerful cloud server or fog nodes. Furthermore, choosing which part of the task should
be offloaded to the edge is a challenge in the offloading decision-making process, as these tasks
are dynamically generated [15]. It is also difficult to decide where to offload: dividing up
tasks between local, fog nodes, and cloud server requires balancing trade-off between com-
pute efficiency, energy usage, and communication delay, particularly for applications that
need real-time responses [16]. These challenges highlight the need for intelligent offloading
strategies that learn with dynamic environments while provide efficient and effective resource
use. Computational offloading can help IoT systems reach their full potential by resolving
these issues and allowing them to provide effective, scalable, and responsive solutions for a
variety of applications. Finally, heterogeneity in interoperability across various platforms,
along with financial costs of cloud services and fog infrastructure deployment, are challenges
to large scale adoption. To address such challenges, novel novel adaptive IoT-fog-cloud archi-
tecture, smart task-partitioning algorithms, and standardized security protocols are required

to unlock the full potential of offloading.

Problem statement

The dynamic nature of IoT environments characterized by varying workloads, diverse devices,
and unpredictable network conditions renders static or rule-based offloading policies ineffec-
tive, even with significant advances in cloud and fog computing. Traditional experimental
and optimization techniques often fall short in real-time adaptation, leading to resource im-
balances, communication delays, and increased energy consumption. This thesis uses DQN,
a reinforcement learning (RL)-based technique that can learn optimal policies through inter-
action with the environment, to develop an intelligent and adaptive method for classifying
and offloading tasks across the Internet of Things, fog, and cloud layers to overcome these
difficulties.

Univ-Chlef 3
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Research Methodology Overview

The study employs an organized methodology that combines experimental validation with

theoretical modeling:

e System Modeling
A three-layer loT—fog—cloud architecture is modeled, taking into account practical fac-

tors such as processing capacity, task size, and bandwidth.

e Problem formulation
The offloading problem is formulated mathematically as a joint optimization problem

that minimizes the whole cost of the system, including energy consumption and latency

e Algorithm Architecture
Using learnt policies and environmental conditions, a DQN-based learning algorithm is

created to dynamically classify and assign tasks

e Simulation and Evaluation
To evaluate the performance of the proposed algorithm based on a variety of criteria,

it is put into practice and contrasted with cutting-edge techniques.

Contributions

In this thesis, we examine the issue of computation offloading in a three-layer loT—fog—cloud
architecture, emphasizing task classification and intelligent placement to attain effective of-
floading choices. Important issues such constrained device resources, fluctuating network
circumstances, and the trade-off between latency and energy usage are all addressed in the
work. Based on the current system conditions, we suggest a DQN-based approach that can
develop a dynamic and adaptive offloading policy that categorizes and allocates tasks to the
best execution layer local, fog, or cloud. Therefore, the main contributions of this work are

described as follows:

e - We formalize the task offloading and classification process in loT-fog-cloud system
as a joint optimization problem between energy consumption and offloading latency at

each IoT device.

o To solve the formulated problem, we design DQN learning-based energy efficient and

latency-aware algorithm for task classification optimal offloading decision strategies in

Univ-Chlef 4
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the IoT-fog-cloud collaboration model and provides a methodology for assigning tasks

to different layers.

o« We put into practice the suggested DQN-based framework, which does not require
prior knowledge of the environment and automatically learns a task classification and

offloading policy that minimizes the overall system cost.

o Through comprehensive simulations and performance comparisons with current state-
of-the-art algorithms, we assess and validate the suggested model. The findings show
that, in terms of latency, energy economy, and adaptability, the DQN-based task classifi-

cation and offloading strategy performs noticeably better than conventional techniques.

Thesis structure

The thesis is structured into 4 chapters as follows:

e Chapter One
This chapter provides background information on the collaboration between the Inter-
net of Things, fog computing, and cloud computing, as well as the reason for conducting
the research. The chapter describes the problem, explains the objectives of the study,
discusses the growing need for effective task offloading mechanisms, and highlights the
importance of intelligent task classification and decision-making in distributed com-
puting environments. The chapter concludes by summarizing and organizing the main

contributions of the thesis.

e Chapter Two

This chapter provides a comprehensive analysis of research on data and task offloading
techniques in IoT — fog — cloud architectures. It divides task offloading strategies
into two main categories: those based on machine learning and those that are not.
Focusing on empirical, meta-empirical, and RL methodologies, the analysis highlights
their advantages, disadvantages, and suitability for implementation in real-world IoT
systems. The chapter concludes by identifying important research gaps that support
the proposed strategy.

o Chapter Three
This chapter provides a detailed introduction to the proposed offloading approach based
on DQN. First, the system model, which includes cloud, fog, and Internet of Things

Univ-Chlef 5)
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layers, as well as how they interact, is explained. The optimization problem is then
formulated in the chapter as a joint minimization of latency and energy consumption.
The mathematical model and constraints are then presented. In order to dynamically
learn the best offloading options under different network conditions, a DQN algorithm is
created. A task classification system that guides decision-making within the offloading

framework is also presented in this chapter.

o Chapter Four
In this chapter, we focus on the experimental evaluation and performance assessment of
the proposed DQN-based offloading algorithm. The evaluation metrics such as latency,
energy consumption, total cost, and convergence rate are defined and analyzed. The
results are compared with those of existing methods, including bat, DJA, Optimal, and

DDPG-based algorithms, under varying task loads and environmental conditions.

o Chapter Five
The final chapter highlights the contributions of the proposed DQN-based offloading
method and summarizes the main findings of the research. It concludes that deep
reinforcement learning (DRL) provides a scalable and flexible method for effectively
offloading tasks in IoT-fog-cloud contexts. Finally, the chapter suggests future research
possibilities, such as real-time deployment scenarios, edge resource simulation, and

multi-agent RL.

This structure highlights our research contribution, which is a smart strategy proposal
for task classification and offloading based on DQN for IoT-fog-cloud systems, and ensures
logical continuity between chapters as you progress from theoretical background to algorithm

design and performance evaluation.
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Chapter 1

IoT Systems Architecture

1.1 Introduction

[oT has emerged as a transformative force connecting physical devices and systems with the
digital world, facilitating unprecedented levels of data collection, analysis, and automation.
The architecture of the [oT system is considered a critical determinant in ensuring efficient,
scalable, and reliable operation of such interconnected networks. The architecture of an IoT
system includes the design, organization, and interaction of the various components that
make up an IoT ecosystem. These include [oT devices, communication protocols, cloud in-
frastructure, data analysis engines, and user interfaces. The architecture must resolve major
issues such as heterogeneity, interoperability, security, and scalability to ensure seamless com-
munication and functionality between the different [oT devices. In a typical [oT architecture,
there are three levels on which this chapter focuses: the IoT device level, the fog level, and

the cloud level.

1.2 Notions of Internet of Things

[oT comprises a set of interconnected physical devices, which incorporate sensors, actuators,
and other objects embedded with software, network connectivity, and data processing capa-
bilities as shown in figure 1.1. These devices collect, transmit, and analyze data for automa-
tion, real-time decision-making, and enhanced efficiency in various applications. IoT systems
combine hardware, software, and communication technologies to create smart environments
that enhance user experiences and optimize processes [17]. The IoT is a growing technology

with The potential to alter many aspects of life. Software engineers must understand the
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rudimentary principles of 10T to facilitate its growth and acceptance.

v @‘J E
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Figure 1.1: The Internet of Things technology

1.3 Internet of Things applications

The Internet of Things incorporates several existing technologies, including hardware, soft-
ware, sensing and control systems, information technology, and communication infrastruc-
ture, to enhance customer engagement, lower costs, improve processes, and spur innovation in
products and business models [18]. IoT applications will touch many areas, including smart
homes, where [oT automates lighting, security, and energy management, while in health-
care, it powers wearable devices and remote patient monitoring, and industrial [oT, which
enhances manufacturing through predictive maintenance and asset tracking as illustrated in
figure 1.2 . In smart cities, [oT enhances traffic management, waste monitoring, and pub-
lic safety [19], while assisting in agriculture with precision farming and livestock tracking
[20]. ToT also creates advanced applications for transportation with fleet management and
autonomous vehicles, retail with smart shelves and a personalized shopping experience, and
energy management with smart grids and meters. Industry efficiency, cost reduction, and
decision making are enhanced by incorporating the [oT into these systems, opening the door

to a more intelligent and connected society.
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The development of creative smart applications across a range of industries is made
possible by the IoT, which makes it simple to access and interact with a wide range of smart
devices and performance items. Currently, semantic aspects are being incorporated into loT

applications across several sectors.

Agriculture

()

Internet <an Things
applications

. Industrial
. Autonomous /
\ automation . /
\ vehicles /
\ J
\ ¢
\ /

\ /

[Eatheas Transportation

Figure 1.2: IoT applications

1.4 Benefits of Internet of Things systems

[oT is indeed highly beneficial when implemented in various sectors for its actual enhance-
ment in efficiency, productivity, and standard of living. It provides real-time data collection
and analysis, thus enabling data-supported decisions for organizations or individuals. Be
it manufacturing that requires predictive maintenance to break down equipment downtime
as well as operational costs by detecting problems before they develop, or the extent of
having high automation, so much to streamlining processes and improving accuracy across
manufacturing, logistics, and service sectors.

Transforming healthcare IoT devices, such as wearable sensors and patient monitoring
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systems, enters a new world [21]. This makes it possible to provide ongoing health surveillance
with input in real time on vital signs and patient conditions, which usually allows early
detection of possible health disruptions, quickly leading to medical intervention [22]. Thus,
such technology significantly improves patient care quality and health outcomes. Such as
providing abnormal heart rates or oxygen levels through wearable devices brings the patient
and health care going to proactive treatment and thus reduces hospital re-admissions [23].

Smart cities depend on the IoT in urbanization and improvement initiatives. This as
well brings into play all of the connected devices in municipalities to make intelligent traffic
management systems that would eventually relieve congestion, result in better commute
times, and improve safety on the roads. There are also waste management sources that
incorporate IoT which can optimize the collection routes and schedules into a concept of
a clean city, and at the same time, reduce the operational costs dealing with it. Efficient
energy systems in smart buildings regulate lights, heating, and cooling in accordance with the
occupancy and environmental conditions thus save energy, and yet provide for comfort to the
occupants. But IoT does not only concern urbanism; it is also part of a global sustainability
perspective. Smart energy grids will allow better distribution and consumption of electricity,
and they will also better integrate renewable energy resources. They will make real-time
monitoring of energy use to have some reduction in carbon footprint through better resource
handling and energy-saving mode [24]. For example, smart meters can make consumers
observe their consumption behavior and be energy-conscious.

These benefits are indicative of the extent to which IoT will potentially transform indus-
tries as well as habits. Concerning innovations and efficiency, IoT improves the operational
process, hence benefiting individual and environmental welfare. These collective features
will, in all probability, because of technological integration even more efficiency into differ-
ent industries in the future, revolutionizing how people will live, work, and relate with one

another.

1.5 Challenges faced by Internet of Things

Due to the nature of IoT applications, it is crucial and challenging to design and develop
a safe solution for devices with minimal resources. Many issues must therefore be resolved.
[oT device requirements and resource constraints should be the focus of IoT solutions. This
section highlights several research challenges and potential solutions associated with IoT as

shown in figure 1.3. One of the primary challenges is the security and privacy risk, as [oT
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devices are frequently attacked due to weak encryption, insecure communication protocols.
These flaws can raise serious privacy concerns since they may result in data breaches, illegal
access, and other privacy violations. Furthermore, interoperability remains a huge area of
concern because, in the absence of common standards and protocols, the security capabilities
of the IoT ecosystems are limited by devices across different manufacturers unable to align and
converse harmoniously. Scalability is also a critical issue since the exponential expansion of
connected devices put a strain on data storage, processing power, and network infrastructure,
necessitating creative solutions to effectively handle large-scale deployments. Also, many of
the proposed frameworks, while effective in controlled environments, face significant obstacles
when scaling to large, heterogeneous IoT networks [25].

Another challenge is the energy efficiency particularly for battery-powered IoT devices
mounted around odd locations or places that are not easily accessible. Energy consumption
optimization is crucial in prolonging operational life and minimizing environmental impact
[26]. Moreover, data management and analytics is another dimension of difficulties, as the
[oT generates extremely huge amounts of data that must in turn be stored, processed, and
analyzed in an optimized manner to ensure actionable insights while maximizing data preci-
sion and integrity. The main issues must be addressed in building a truly secure, scalable,
and sustainable [oT ecosystem that would leverage the full transformational potential.

The solution to these challenges is collaboration and stakeholder participation, such as re-
searchers, industry leaders, policymakers, and developers. Strong security measures, uniform
standards, energy-optimized architecture, and ethical data practices are the key founda-
tional blocks toward overcoming these hurdles and ensuring that the IoT ecosystem fulfills
its general promise. As technology advances, proactive approaches and creative strategies
will be needed to establish a secure, scalable, and sustainable IoT future. Only by facing
these challenges head-on can we truly expect IoT to transform our ability and realize the

interconnection of the entire world for the benefit of all.
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Figure 1.3: IoT challenges

1.6 IoT system architectures

The IoT architecture is the structured framework that describes how the different elements
of an IoT system interact and work together. It usually consists of three primary layers
that allow these devices to connect and communicate with one another: the network layer,
the perception layer, and the IoT application layer [27]. There is no universally accepted
consensus among experts and the global community regarding the architecture of the Internet
of Things. Researchers have put forth a wide variety of architectures. According to some
researchers, the most basic IoT architecture is composed of three layers. But the continuous
development in IoT is not sufficient for research on IoT because research often focuses on
finer aspects of the IoT system. That is why, we have more layered architectures proposed in
this part. Therefore, some researchers support the four-layer architecture [28]. It has three
layers like the previous architecture, but also has an additional layer called the support layer.
This architecture played an important role in the development of the IoT system.

Despite these improvements, concerns regarding security, privacy, and data storage per-
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sist in four-layer architectures [29]. To address these challenges, a five-layer architecture is
proposed, which includes the processing layer as an additional layer dedicated to security
and trust management. This model aims to enhance the security and privacy aspects of loT
ecosystems, making them more robust against potential cyber threats [30]. As IoT technol-
ogy continues to evolve, researchers are actively exploring more sophisticated architectures

to enhance efficiency, scalability, and security in interconnected environments.

1.7 Overview of IoT- fog- cloud system architecture

The ToT-fog-cloud system is an integrated computing paradigm, designed to effectively man-
age all huge amounts of data and to address the limitations of traditional cloud computing
in specific terms concerning [oT systems, including high latency, bandwidth limitation, and
scalability issues. It integrates the benefits of cloud computing, fog computing, and IoT de-
vices into a multi-level hierarchical architecture to process, store, and make decisions. This
three-tier system exploits the different layers to comprehensively make use of their resources.
The architecture is designed to exploit the unique capabilities of each of the layers to create a
robust, efficient, and scalable ecosystem for modern data-driven applications. Figure 1.4 de-
scribes the architecture of the IoT-fog-cloud system that integrates loT-based devices along
with the fog layer over short distances, with a long extension toward the cloud server. When
the fog nodes computational ability is exceeded, the workloads from the IoT devices shift
to the distant cloud server [31]. The three-layer collaboration model and roles in modern

technology are considered in the following:
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loT Device
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Figure 1.4: The architecture of the loT-fog-cloud system

1.7.1 IoT device layer

The core component of the IoT-fog-cloud architecture is the IoT device layer. It consists
of physical devices such as sensors, actuators, and embedded systems that interact directly
with the environment to collect, monitor, and transmit data. The primary purpose of this
layer is to collect real-time information such as temperature, humidity, motion, and light,
as well as perform basic processing on it, without transmitting it to the fog or cloud layer
for further processing [32]. These devices perform complex tasks, which require a wide
range of computing power. These complex tasks, which are presented as online applications,
raise the demands on computing power, required data rates, and other resources [33, 34].
However, with all the powerful features in the IoT devices, these devices are often resource-
constrained, with limited power, memory, and processing capability. So they are unable to
run new smart applications that require high processing capabilities, such as virtual reality,

smart healthcare, some [oT applications, etc [35, 36]. The figures below show some examples
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of IoT device-level.

Figure 1.5: A small temperature sensor

Figure 1.6: Smart wearable watch

./

-

Figure 1.7: A smart surveillance camera
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1.7.2 Fog layer

The fog layer acts as an intermediate decentralized infrastructure between the IoT device
layer and cloud layer; it extends the cloud services closer to the IoT device [37]. This layer
consists of computing devices such as fog nodes (FNs), and micro data centers distributed
over different regions, offering a range of functionalities [38]. Also, it includes networking
equipment such as IoT gateways, routers, switches, and access points, ensuring efficient data
transmission between I[oT devices, the fog layer, and the cloud. It processes data locally,
reducing the need to transfer large volumes of data to the cloud, thus reducing response time
and bandwidth usage. The fog layer is particularly useful for real-time applications, such as
smart cities, healthcare, and industrial automation, where low latency and high reliability
are crucial. In addition, fog layer provides the ability to process tasks, manage networks,
and store data in storage devices like local servers and network-attached storage (NAS) that
are accessible to IoT devices. By its own very nature, fog computing supports user mobility,
resource and interface heterogeneity, and also distributed data analytics for meeting the
requirements and expectations of widely distributed applications that may not be well-suited
for traditional cloud environments, such as applications which calls for real time response

with very low latency [39, 40].

1.7.3 Cloud layer

The cloud layer operates as a centralized, scalable infrastructure that offers virtually unlim-
ited computational power, storage, and services. It has elastic, reliable, and cost-effective
computing resources to accommodate the large number of physical machines [41]. It includes
data centers and cloud servers that handle vast amounts of IoT data, along with virtual
machines and Al processors for optimized computing and machine learning applications.

The cloud also incorporates storage devices, such as distributed file systems, and databases
( structured query language (SQL), No-SQL, big data platform) for efficient data manage-
ment. While the fog layer performs latency-sensitive tasks closer to the IoT device, the cloud
layer handles resource-intensive tasks, complex decision making, and global data integration.
All these services provide on-demand computing services such as storage and data processing
[42]. Besides providing the above-mentioned services, cloud computing also focuses on the
dynamic optimization of resources shared by many users.

In conclusion, even if there are several structural differences between the above paradigms,
this does not imply that they should be ignored in favor of developments in other related

domains. Due to the similarities between the paradigms, it is reasonable to assume that
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there will be mechanisms and platforms that can offer a generic solution to a common issue.

Such solutions can then be adapted to other edge paradigms.

1.8 Data and task management in IoT systems

An IoT system consists of heterogeneous devices that are capable of performing data collec-
tion, computations, storing data, and forwarding messages [43]. Due to the dynamic nature
of IoT systems and the mobility of their constituent devices, data management is a great
challenge. While data management focuses on handling information effectively, task man-
agement ensures that the right actions are taken at the right time using that information.
Considering the importance of managing data and tasks efficiently, this would optimize 0T
system performance and achieve the highest utilization of fog and cloud processing capabil-
ity. Since then, various attempts at improving the management of IoT systems have been

considered.

1.8.1 Data management in IoT systems

[oT data management includes the processes of acquiring, transmitting, storing, processing,
and securing data from IoT devices. It’s in the sensing phase where these devices collect data
from the environment, and the data is sent over protocols. These protocols facilitate reliable
and efficient data exchange between devices and central systems [44]. Faster data transfer
means less response time and real-time decision-making for real-time IoT applications. Data
can be stored temporarily in fog nodes for processing and analysis or sent to the cloud for long-
term storage and complex analysis. Proper data management ensures the IoT application
works smoothly with security for integrity, availability, and processing speed. Data protection
methods like encryption and authentication cover data while being transferred or at rest,

while anomaly detection can be used to counter threats to information security.

1.8.2 Task management in IoT systems

Task management in IoT systems is concerned with how the computational tasks are as-
signed, scheduled, and executed at all levels of the IoT architecture. Immediate-response
tasks, such as real-time control, are processed at the IoT device, while more complex but
latency-tolerant tasks are done at fog nodes. The heaviest computing tasks, such as big data

analysis and machine learning model training, are pushed further into the cloud. Effective
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scheduling strategies, such as static, dynamic, and priority scheduling, ensure optimum re-
source utilization. Load balancing techniques, such as distributed load balancing and task
offloading, avoid overloading of any device. In addition, fault tolerance strategies such as
redundancy and fail over mechanisms ensure maximum resilience for the systems. In [45],
the authors introduced a federated reinforcement learning-based framework for adaptive task
scheduling in fog computing environments. The work in [46] demonstrates the importance of
task management and its impact on QoS parameters such as cost, make span, and energy con-
sumption. Various heuristics and meta-heuristic algorithms like minimum-maximum (Min
max), particle swarm optimization (PSO), genetic algorithm (GA), ant colony optimization
(ACO), and bees life algorithm (BLA) are evaluated to show the task placement and their

impacts in a Fog environment to utilize the limited resources.

1.9 Data and task placement in IoT systems

Data and task placement is the placement of data and computational tasks across distributed
[oT systems to improve performance, reduce latency, and optimize resource utilization. The
placement of data guarantees that it is stored or perhaps replicated close to the processing
node, which minimizes the overhead of data transfer and improves access efficiency. Task
placement is where computational workloads are assigned to nodes based on processing power,
network bandwidth, and data location to balance the load and maximize execution efficiency.
The effectiveness of data and task placement together is more important in the areas of cloud,
edge, and IoT domains, leading to faster processing, less energy consumption, and better
scalability of the IoT system [47]. To deal with these side effects, the authors of [48] presented
a novel context-aware framework for data and task placement within fog computing, by
separating data from tasks and employing context-based scheduling to enhance performance

and efficiency.

1.9.1 Data placement in IoT systems

The placement of data refers to the strategy for keeping the data generated by an IoT device
in a suitable location for quick access and processing. Different locations have different trade-
offs concerning the latency in accessing that data, the storage capacity, and the processing
power to deal with that data. This decision involves a trade-off between these three layers
that depend on the requirements for the data. Due to the large scale of such systems and

their geographically distributed nature, the main concern in [49] is to place data optimally for
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processing across the three [oT layers. In addition, the authors of [50] proposed a Fuzzy-PSO
framework to optimize the placement of loT-oriented data in cloud data centers.

The first decision for data placement is whether to store the data directly on the IoT
device itself. Such decisions are generally made when the data generated is small, time-
critical, or needs immediate processing by local means. By storing the data within the
[oT device, it avoids latency, reduces bandwidth consumption, and ensures privacy since
no data needs to be transmitted. Such an approach is valuable for real-time monitoring
applications, control systems, or fog analytics that require fast decision-making. However,
it is limited by the internal storage and computational power of the device, in addition to
its energy consumption. For instance, sensors in industrial automation or wearable health
devices usually store and process data locally and send only important data to the upper
layers (fog or cloud) for analysis. Such balanced efficiency against resource limitations, first
of all, forms the step for placing IoT data.

The next decision following the placement of data in an IoT system deals with storing
data in the fog layer, which acts as an intermediary between IoT devices and the cloud [51].
A fog computing node, such as a dedicated fog router, gateway, or fog server, is closer to
the edge of the network than the cloud and provides more storage and computing resources
than individual IoT devices. This better suits applications that may allow for fairly high
latency, for example, smart grids, health monitoring applications, or smart city systems,
where data needs to be processed quickly but may not need heavy cloud resources. By
having a fog layer where data is stored, IoT systems can reduce the burden on the cloud,
thereby reducing latency compared to cloud-only solutions while still being able to perform
some of the heavier processing tasks that can be done by IoT devices. Fog nodes will also
aggregate and pre-process data from multiple [oT devices so that only relevant or summarized
information is sent to the cloud for long-term storage or further analysis. This approach allows
for a marginal reduction in latency associated with device-based applications and the high
scalability associated with cloud computing, thus enabling a variety of IoT applications.

The third decision regarding distributed storage in [oT systems is essentially the use
of a cloud environment for data storage because it is rich in resources and scalable. It is
not suited for applications where latency is a hard constraint, but mostly requires heavy
storage, advanced computing resources, and large-scale data analytics. Examples are long-
term data archiving, training machine learning models, and running big data processing for
applications like predictive maintenance, climate monitoring, or enterprise-level IoT. This

allows an IoT system to indefinitely store huge amounts of data in the cloud and perform
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complex computations unachievable by the IoT device or fog layers. On the downside is
the increased latency because of the distance where the IoT devices and the cloud servers,
and hence their distance from each other is shown. Also, the added bandwidth utilization
is due to the data transmitted over. This means that cloud data placement is necessary for

centralized administration on a global scale and integration with other cloud-based services.

1.9.2 Task placement in IoT systems

Task placement is a vital undertaking in any system, organization, or workflow, involving the
moving of various tasks to obtain desired performance, resource utilization, and efficiency.
Thus, it becomes a very critical element of workload management, allowing tasks to run by
the goals of the system or project. Tasks will be imposed on various aspects of distributed
systems and cloud computing project management. When one gives a different task to a
different member of the workforce, this leads to improvements in productivity, scalability, and
success. In this process, resource availability, dependencies between tasks, system constraints,
and performance requirements are analyzed before decisions are made on task allocation.
There are several categories of task placement strategies, each one particularly suited for
certain needs and scenarios. These strategies can thereby be categorized on a broad basis
along the lines of the style of their operation, elasticity, and decision-making techniques.

Below is a complete description of each type of task placement.

1.9.2.1 Static task placement

Static task placement is the allocation of tasks to resources before the start of system execu-
tion according to specific rules established through system knowledge or prior information.
Static task placement seems to be a simple way to allocate resources, where predictable and
stable task requirements and resource availability form the typical environment [52]. In [53],
authors proposed a static hardware task placement based on genetic and greedy algorithms
to efficiently place a set of tasks before the system starts to work on the multi-context field
programmable gate arrays (FPGA) to achieve the best logic capacity utilization. On the
other hand, online algorithms make decisions without knowing information about incoming
tasks in the future. For example, in a production assembly line, tasks are usually assigned
to specific people or machines in a fixed order. Static task placement appears less flexible
because it fails to accommodate changes due to resource failures or unexpected changes in

workloads.
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1.9.2.2 Dynamic task placement

Dynamic task placement, commonly referred to as adaptive task placement, provides a real-
time adjustment of task allocation according to the conditions that affect this allocation. This
is a very flexible approach in highly dynamic environments where workloads and resource
availability are subject to fluctuations [54]. In cloud computing, for example, dynamic task
reallocation is implemented to balance loads and address hardware failures. Dynamic task
placement is determined by continuous real-time evaluation through appropriate monitor-
ing mechanisms and decision-making algorithms towards optimal performance and resource
utilization. Within the federated fog computing environment, Sarkar et al. [55] suggested
a deadline-aware dynamic task placement (DDTP) strategy to offload and place the tasks
on an appropriate computing fog node. Task management is optimized via the DDTP tech-
nique, which ranks tasks according to their due dates and uses a dispatch-constrained policy

to redistribute unsuccessful jobs to available fog nodes.

1.9.2.3 Hybrid task placement

Hybrid task placement fuses both static and dynamic paradigms so that their advantages can
be enjoyed while their weaknesses can be minimized. In such hybridism, some static resource
assignments will be made for some tasks while others will be dynamically assigned as per real-
time needs. Very profitable hybridization since some fixed-task requirements are predictable,
whereas some are highly variable. Therefore, with the benefits of both the predictability of
static placement and the adaptability of dynamic placement, hybrid task placement creates a
balanced solution to the heterogeneous requirements of systems. In [56], the authors proposed
a modified GA algorithm in fog-cloud computing called Priority—aware GA (PGA) to optimize
the multi-objective function that is a weighted sum of overall computation time, energy
consumption, and percentage of deadline satisfied tasks (PDST). In [57], a latency time
based task assignment combined with online and offline (LTB-TAOO) is proposed in an edge
cloud environment. This framework can meet the static and dynamic scenarios of real-world
applications.

Task placement directly impacts performance, efficiency, and scalability, and becomes
a serious concern in system design and workload management. Static task placement is,
for example, less cumbersome and predictable, but inflexible, and works in an environment
where conditions are stable. Dynamic task placement is very flexible and enables optimal
resource utilization, but it becomes heavy in terms of overhead. That is, it applies to very

rapidly changing and unpredictable environments. Therefore, hybrid task placement repre-
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sents a middle ground: the best compromise as a method of task placement to accommodate
systems that work with mixed workloads with different requirements. The proper selec-
tion and implementation of task placement strategy within an organization can lead to the
optimization of systems toward the desired performance and efficiency goal [58, 59].

In the next chapters, we will explore these strategies in greater detail, examining their
algorithms, implementation challenges, and real-world applications. We will also discuss
advanced techniques and emerging trends in task placement, providing a comprehensive
understanding of this critical area of system design.

Both static and dynamic task placement mechanisms have their significant roles to play
in [oT systems due to their application, variability in the environment, and the resources
they want to use. With advancements in edge and fog computing, combined with Al-driven
algorithms, task placement continues to evolve, providing smarter solutions for diverse IoT
applications. While static placement is best for stable and predictable environments in which
its simplicity works well, dynamic placement is ideally applied to situations where flexibility
and efficiency are important, such as real-time responsiveness and adaptability. However, in

reality, some systems might employ a combination of the two for performance enhancement.

1.10 Conclusion

This chapter provided a comprehensive overview of the IoT system, including its definition,
uses, advantages, and disadvantages. It also discussed the evolution of the IoT-fog-cloud
architecture and the features of data management and related tasks. These technologies
have shown great potential for improving productivity, convenience, and overall quality of
life, and are increasingly being used in a variety of fields. Despite these advantages, there are
still many barriers to IoT adoption, some of which are significant and must be overcome to
ensure long-term expansion and widespread implementation. To overcome these limitations,
the IoT-fog-cloud model has emerged as a viable hybrid architecture that improves efficiency,
scalability, and reliability while facilitating real-time decision-making to meet the growing
demand for IoT applications. In this context, task distribution, also known as task offloading,
is critical for managing computational workloads, as it determines how tasks are distributed
across local devices, fog nodes, and cloud servers to achieve maximum performance. Given
its importance, the next chapter of this thesis reviews previous research and methods that
address the issue of task distribution in IoT systems, focusing on offloading tactics and how

they affect system performance.
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IoT Task offloading problem

2.1 Introduction

The Internet of Things has revolutionized the way we interact with the world around us,
connecting billions of devices and enabling intelligent communication and data management.
In recent years, as mobile devices (MDs) and wireless communication systems have advanced
significantly, the number of creative applications that require substantial processing power has
increased exponentially. Examples include streaming high definition media, Virtual Reality
and augmented reality (VR/AR) applications, real-time online 3D gaming, image processing,
and face recognition [60], some of which may also be delay-sensitive [61]. These smart MDs
are limited in terms of processing power, battery life, and storage capacity. In order to
address these limitations, task offloading has emerged as a key technique to improve the
performance of these MDs. In addition, offloading enables more powerful external resources
(cloud servers, fog nodes) to perform computation-intensive tasks.

Task placement involves determining the optimal location for different workloads and
applications within the distributed IoT infrastructure. This decision must take into account
a multitude of factors, including resource availability, latency, processing capacity, energy
consumption, and even security constraints. In addition, task placement enables more pow-
erful external resources (cloud servers, fog nodes) to perform computation-intensive tasks,
improve QoS, and ensure efficient use of available resources while achieving increased pro-
cessing speed, better energy efficiency, and more advanced application capabilities for the

users.
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2.2 10T systems: data and tasks

The IoT has revolutionized how devices interact, communicate, and process data, enabling a
wide network of interconnected sensors, actuators, and smart devices [49]. As such, data will
be produced continuously and huge amounts of data need to be efficiently processed to drive
real-time applications such as smart homes, healthcare monitoring, industrial automation,
and intelligent transportation systems.

[oT data management and task persistence require extensive planning because they have
many distributed architectures, resource-constrained devices, and different network condi-
tions. Management of data in IoT is the collection, storage, transmission, and processing of
data across different layers, such as IoT devices, fog, and cloud infrastructures, to minimize
latency, bandwidth consumption, and data reliability [62]. Task management, on the other
hand, is related to the allocation, scheduling, placement, and execution of various tasks in
terms of computational workloads distributed across IoT devices and supporting infrastruc-
tures. The management of both data and tasks is therefore essential to realize the best
possible utilization of resources, responsive systems, and scalability requirements of IoT ap-
plications. However, their complexity, high data ranges, and concurrent dynamic workloads
are crucial areas of future research endeavors. This research endeavor is a clear sign, among
others, of the requirement for innovative, integrated, artificial intelligence, machine learning,
and decentralized approaches to invaluable research areas of high-rate-on-demand, real-time

processing.

2.2.1 Data in IoT systems

[oT devices constantly generate various types of data by sensing their environment or track-
ing user activities. This data can include environmental readings (temperature, humidity,
motion, location, etc.), location coordinates, motion detection, video streams, etc. It forms
the basis for analysis, decision-making automated actions, and service provision across vari-
ous IoT applications. This data is characterized by high volume, diverse formats (structured,
semi-structured, and unstructured), rapid generation speed, varying accuracy levels, and sig-
nificant potential value. Efficient management of IoT data is essential to minimize latency,
enhance system performance and reliability, and ensure real-time services across applications

such as smart homes, healthcare, transportation, and industrial automation [63, 64].
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2.2.2 Tasks in IoT systems

In IoT systems, tasks refer to computational operations or processes performed on data col-
lected by IoT devices to enable intelligent decision-making, automation and service delivery
[65]. These tasks can range from simple functions such as filtering, aggregating and transmit-
ting data to complex operations such as data analysis, machine learning inference, anomaly
detection and real-time monitoring. Tasks in IoT systems can be executed at different levels
- directly on IoT devices, on intermediate fog nodes or in the cloud - depending on factors
such as computational complexity, latency requirements, power consumption and network
conditions. Efficient task management and placement are keys to ensuring optimal system
performance, reducing response times and improving resource utilization in a variety of loT

applications.

2.3 The data offloading problem

In IoT systems, data offloading is essential for handling massive amounts of data produced by
devices. Also, it is a significant method in optimizing IoT system performance and resource
consumption. In the context of IoT, data offloading is the act of moving data from limited loT
devices to more powerful resource, either in the fog nodes, or at the cloud server [66]. This
procedure aids in lowering the computational load on Internet of Things devices, preserving

their energy, and enhancing their general effectiveness [67].

2.4 The task offloading problem

Task offloading refers to the technique of transferring task or part of a task, from IoT de-
vices with resource limited to entities with higher capabilities, like fog or cloud computing
infrastructure. It’s used in scenarios where the local device lacks the necessary resources,
and offloading helps to complete tasks more efficiently. The decision-making process takes
into account various factors like network latency, bandwidth, task complexity, and energy
consumption. This entity executes the offloaded task and the result is presented back to the
[0oT device. Offloading strategy can be a form of distributed computing to improve perfor-
mance, energy efficiency, latency, and utilization of resource through the remote processing
capabilities. With the introduction of cloud computing, fog computing and 5G technology,
which allows for low-latency communication between devices and external resources, this idea

is becoming increasingly popular.
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2.5 Types of task offloading

There are various methods for task offloading, such as collaborative offloading, partial of-
floading, and full offloading, each having its own benefits and drawbacks. By putting into
practice efficient data offloading techniques, system responsiveness is improved, device bat-
tery life is increased, and resource consumption is optimized. Several offloading techniques
are employed to optimize performance and resource utilization. The following are examples

of various offloading mechanisms [68]:

2.5.1 Full offloading

Full offloading, also called total offloading or binary offloading, is mainly focused on indivisible
applications. The computation tasks are either run on the MDs or fully offloaded to another
powerful server. It refers to the process of moving all task processing from an IoT device to a
fog node or cloud server with greater capacity. In this method, all calculations, storage, and
analysis are done remotely, with the IoT device only gathering and transmitting data. This
method is frequently applied when a high processing power is needed or when the IoT device
has restricted computing capabilities. For the binary offloading scenario, the authors of [69]
proposed an adaptive task offloading and resource allocation mechanism to meet diverse task
demands, using the DRL method to determine whether a task needs to be offloaded or not.

The mechanism successfully reduces the average task response time and energy consumption.

2.5.2 Partial offloading

In some application scenarios, an application consists of multiple components. Each com-
ponent represents a subtask that can be offloaded individually. Such offloading is known as
partial offloading. The partial offloading is targeted at divisible applications. It manages
the application by dividing it into subtasks, and the only choice that the offloading strategy
must make is to determine where to offload the subtasks. It manages applications by split-
ting them up into locally executed subtasks and offloadable subtasks. The term “offloadable
subtasks” refers to subtasks that can be offloaded to execute on a fog node or cloud server,
and typically include computationally intensive data processing but do not require interac-
tion with the local device. For the partial offloading scenario, [70] proposed an adaptive
computation offloading method based on DRL, aiming to minimize the cost that includes

energy consumption and data communication latency in vehicular networks.
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With the same optimization goal and the same collaboration approach. Since full offload-
ing only requires considering offloading all tasks to a powerful device in the first scenario, it
has a lower complexity in step two of the task offloading process [71]. In partial offloading,
researchers must investigate which tasks must be offloaded, which must be achieved locally,
and where the tasks should be offloaded. The optimization approach for full offloading is
often less complicated, but it performs poorly. In [72], the authors proposed a hybrid of-
floading mode in our algorithm to overcome the drawbacks of a single offloading mode in
a complex network. This hybrid strategy reduces latency and energy usage by combining
partial and full offloading. They also suggest a hardware classification approach necessary
for population initialization. To increase population variety, this algorithm uses low-battery

devices as relays when making offloading decisions.

2.6 Factors influencing offloading decisions

In order to make the offloading decisions, several aspects need to be taken into consideration.
Firstly, we must determine which subtask should be offloaded and which subtask should be
executed locally. Secondly, we should find the appropriate location to offload the subtask.
Finally, we should find the optimal moment to offload, such as when the amount of compu-
tation is large. The following section provides a summary of elements that may affect the

offloading decisions.

2.6.1 Task characteristics

The decision to offload the task largely depends on the type of task that has to be processed.
While highly computation-intensive tasks with lower data volumes are good candidates for
processing in fog or cloud server, operations with huge input data may be expensive and
sluggish to transfer, discouraging offloading. Furthermore, in order to minimize latency,
tasks with strict deadlines or real-time needs are better handled locally or close fog nodes as
opposed to cloud servers. Therefore, to ascertain if offloading improves performance, factors

including work size, complexity, and time restrictions must be taken into account.

2.6.2 Network conditions

In the offloading process, the quality of the communication network is a critical factor. High

network bandwidth and low latency facilitate effective data transfer to and from the fog
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node or cloud server. However, offloading may result in significant delays or failures in
cases of limited capacity, severe network congestion, or irregular connectivity. Therefore,
to determine whether offloading is effective or dangerous, network metrics including signal

strength, transmission speed, and jitter should be evaluated in real-time.

2.6.3 Device capabilities

Because MDs frequently have limited memory, computing power, and battery life, ofHoading
tactics are greatly impacted. The device with low central processing unit (CPU) performance
or insufficient random access memory (RAM) may not be able to execute complex tasks
locally, prompting the need to transfer to fog nodes or cloud servers to reduce the battery
life and computing power. Determining whether to offload tasks is heavily influenced by the
capabilities and the energy consumption of the MDs. Offloading may be advantageous for

energy-saving devices with short battery lives or those utilized in distant areas.

2.6.4 Fog/cloud resource availability

Whether fog and cloud resources can effectively accept and carry out offloaded activities
depends on their availability and condition. Offloading might result in lengthy wait times
or task rejection if the target node (cloud or fog) is overloaded or receives a lot of requests.
The choice may also be influenced by financial considerations like pay-per-use fees for cloud
computing services. Additionally, latency is influenced by the physical distance between the
device and the processing node, cloud servers that are farther away have slower reaction

times than fog nodes that are closer.

2.6.5 Application requirement

Application-specific needs also affect task offloading. Applications with strict quality of
service requirements, such as real-time responsiveness, low jitter or high reliability, may
prioritize low-latency processing via fog nodes or even local execution. Security- and privacy-
sensitive applications, such as those dealing with personal health data, may avoid cloud
offloading due to the potential for data compromise. Thus, the sensitivity of the application
and its performance expectations are vital determinants in offloading strategies.

In conclusion, task offloading decisions are influenced by diverse factors that span tech-
nical, contextual, and user-centric aspects. Therefore, in order to make the best choice, an

efficient offloading mechanism needs to be flexible, context-aware, and able to assess these
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many elements in real-time. These elements must be understood and integrated in order
to build intelligent, efficient, and scalable task offloading frameworks that meet the various

needs of next-generation smart environments.

2.7 Targets of task offloading

Researchers in the field of task offloading consider several offloading targets, which are con-
sidered either jointly as a multi-objective problem or individually as illustrated in the figure
2.1. This section will provide a brief explanation of various offloading targets for field task
offloading. When solving a task offloading problem, numerous objectives can be applied.
These goals are formulated with the use of the objective function, which also provides formal
and mathematical guidance for the offloading solution. The offloading targets serve as the
objectives. Response time, latency, energy, cost, and bandwidth are among the offloading

goals discussed .

Latency

Energy
consumption

Response
time

Bandwidth Cost

Figure 2.1: Various targets of task offloading

2.7.1 Latency

One of the primary goals of task offloading is latency, which is defined as the entire amount
of time required to complete a task [73]. The task can be carried out locally at the device, at

the fog, or in the cloud. This latency can be broken down into several different factors that
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contribute to the latency, namely the transfer of the task to the powerful server, the time
it takes to execute the task on the server, and the time it takes to return the results to the
device. The total delay of all the tasks included in a mobile application or the minimization
of the average delay of each task can be used to represent the delay objective. The available

resources and the network circumstances are closely correlated with this goal [74].

2.7.2 Energy consumption

The second most common target while offloading tasks is to minimize the energy consump-
tion. The total energy required for offloading includes the energy needed to move the task
from the device to another server, the energy required to finish the work at the fog node or
cloud server, and the energy needed to send the results back to the device, making up the
total energy needed for offloading [75]. Because MDs are typically battery-powered, maxi-
mizing battery life by reducing the device’s power usage is a major concern. It is certainly
reasonable to expect the greatest energy savings to be achieved through the use of full of-
floading technology. From the perspective of the entire network, it is easy to understand how

the issue is transferred to end-to-end or cloud infrastructures.

2.7.3 Cost

Cost is a measure of how many resources are needed to send tasks across the transmission
medium, run them on the server, and get a satisfactory answer from the source of the re-
quest. Especially when using cloud or fog infrastructure, which may include usage-based
fees. These costs are influenced by the location of the task, reaction time, task demand,
and task energy consumption. Since the consumption of these two related metrics is critical.
This means that overall execution costs are similar to the two previously described metrics,
which include local, fog, and cloud execution costs, as well as the processing delays. Cost
management is essential to preserve economic efficiency, especially in large-scale deployments

where operational expenses are a major concern.

2.7.4 Bandwidth

Another important constraint is the amount of bandwidth that is available on the access
network and how many users may share it to offload tasks from an IoT device to a fog
or cloud server. Nonetheless, it may also be regarded as an aim because of its significant

impact on task offloading performance [73]. Efficient bandwidth utilization is critical in
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environments with limited or shared connectivity resources, where excessive usage can lead
to network congestion and degraded system performance. In order to preserve bandwidth
availability, offloading solutions must optimize data transport by eliminating unnecessary

connections and adjusting to current network circumstances.

2.7.5 Response time

Response time measures how long it takes the system to send a task and receive the result.
While it concentrates on how users perceive performance, it incorporates all delays (response
time). Changes in system processing time and response time, caused by changes in hardware
resources or usage, can affect this. In offloading scenarios, the response time represents the
interval of time between offloading tasks from local devices to distant servers and receiving the
proper response in the designated devices as a performance metric [75]. This target directly
affects the QoS and user satisfaction, must enhance the responsiveness of the system, and is
often prioritized in real-time and mission-critical applications.

In conclusion, task offloading is a complicated process that is controlled by a number of
interrelated performance targets, each one of which captures a critical component of system
performance, such as execution speed, resource efficiency, or user experience. However, im-
proving one target frequently leads to trade-offs in others; for example, minimizing latency by
using high-performance server resources may increase cost and energy consumption, whereas
local processing may result in worse responsiveness and higher delays. Therefore, it is possi-
ble to investigate the trade-off between many objectives by using multi-objective solutions.
Energy consumption and delay minimization are simultaneously taken into account by the

most popular multi-objective techniques [76].

2.8 Task offloading strategies

In this section, we divide the discharge techniques used in IoT systems into two groups:
machine learning-based algorithms and non-machine learning-based algorithms. Most current
reviews focus on machine learning techniques and provide detailed classifications [77], while
only a few address non-machine learning approaches. By considering both approaches, this

section provides a more comprehensive overview and a clearer picture of their evolution.
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2.8.1 Machine learning based offloading algorithms

Here, we will present several machine learning-based algorithms that researchers have devel-
oped and implemented to solve problems of task offloading. As we know, machine learning is
defined as an application of artificial intelligence (AI), which allows systems to learn and im-
prove automatically from experience without being explicitly programmed. Machine learning
involves developing computer programs that can access and use data to learn independently

[43]. There are three main categories of machine learning algorithms [78].

« Supervised machine learning algorithms:

These algorithms are based on labeled datasets, where both input features, such as
task size, network latency, and device capabilities, and desired output, such as optimal
offloading location or resource allocation decision, are known during the training phase.
By learning the mapping between inputs and outputs, supervised models can make
accurate predictions for new, unseen data. In the context of task offloading, this enables
the system to predict whether a task should be processed locally, at the fog node, or
in the cloud to achieve goals such as minimizing latency, energy consumption, or cost.
Algorithms such as support vector machines (SVM), Decision Trees, Random Forests,
Artificial Neural Networks (ANN), and Deep Neural Networks (DNN) are commonly
used to classify tasks based on predefined criteria or to regulate optimal execution
parameters. However, the quality and diversity of the training data have a considerable
impact on its performance, and when operating circumstances change dramatically,

retraining can be necessary.

o Unsupervised machine learning algorithms

This type of algorithm is valuable for task offloading, especially when labeled datasets
are limited or unavailable. In contrast to supervised learning, unsupervised methods
find hidden patterns, structures, or groups within input data rather than depending
on predetermined outputs. Unsupervised learning may be applied in task offloading by
grouping tasks or devices according to shared attributes like device capabilities, network
latency, workload size, or energy needs. This grouping facilitates the identification of
task categories that are more appropriate for local execution, fog processing, or cloud
offloading, allowing for more intelligent and flexible offloading choices. For example,
clustering algorithms such as K-means or hierarchical clustering can classify incoming
tasks based on shared resource profiles. Based on performance limitations and real-time

availability, these groups can then be mapped to the appropriate computer resources.
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o Reinforcement learning algorithms

Reinforcement learning algorithms are machine learning algorithms that become effec-
tive tools for dynamic and adaptive issues, especially in task offloading. Reinforcement
Learning (RL) functions by continuously interacting with the environment and learn-
ing the optimal decision via trial and error, in contrast to supervised learning, which
trains models using labeled datasets. When it comes to task offloading, RL agents
are designed to make choices based on feedback in the form of rewards. Usually, per-
formance measurements like latency, energy use, execution cost, or overall QoS are
used to establish these rewards. In order to adapt to changing workloads, varied de-
vice capabilities, and varying network circumstances, the RL agent gradually learns a
strategy that optimizes long-term cumulative rewards. For example, Q-learning, Deep
Q-Network (DQN), Double DQN, Deep Deterministic Policy Gradient (DDPG), and
Multi-Agent Reinforcement Learning (MARL) are common RL techniques used in task

offloading for more precise and scalable decision-making in complex, real-time systems.

This section will examine the most important applied machine learning algorithms for of-
floading problem, these algorithms are: SVM, Decision Tree, DNN, K-means, Q-learning,
DQN, Double DQN, and DDPG. Figure 2.2 shows the most commonly used machine learn-
ing algorithms, classified according to their learning paradigm (supervised, unsupervised, and

reinforcement learning)
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Machine learning algorithms
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Figure 2.2: Machine learning algorithms

2.8.1.1 SVM-based algorithm:

The SVM [79] is a standard supervised machine learning algorithm that may be used to
solve classification and regression issues quickly. Also, it may be used in the offloading
decision-making by transforming the problems into a classification problem. It allows for

more accurate and speedy offloading progress.

In [79], the authors originally defined the problem as an NP-hard nonlinear program-
ming problem, which was then converted into two sub problems: one based on dynamic
programming and the other on convex programming for computing resource allocation. The
tradeoff between the quantity of tasks finished and the cost was optimized using the Lyapunov
drift-plus-penalty optimization approach based on SVM. Likewise, in [80], they formulated
an optimization problem to minimize the energy consumption for task computation and
transmission in cellular networks. Then, they proposed an SVM-based federated learning

algorithm to determine the task execution location and make the offloading decision.

Univ-Chlef 34



IoT Task offloading problem

2.8.1.2 Decision tree —based algorithm

The decision tree [81] is a machine learning model that may achieve high accuracy and opti-
mum performance in various tasks, while it is very easy to understand. Decision trees stand
out from other machine learning models due to their clarity of information representation.
Task offloading decision trees are useful because they define the issue so that all options
may be considered and allow researchers to thoroughly examine the potential outcomes of a
choice.

In their contribution, Rego et al. [82] proposed a novel approach based on decision trees
and software-defined networking to handle general offloading challenges, in particular, the
challenge of determining what metrics to track, when and where to offload. Additionally,
the suggested plan facilitates user mobility and offloads the decision-making process. Also,
the authors of [81] have suggested a network traffic-aware decentralized task offloading tech-
nique that empowers fog nodes to make adaptive ofloading choices by utilizing Decision Tree

intelligence.

2.8.1.3 Deep learning-based algorithm

DNN is a multi-layered ANN algorithm frequently used for prediction, anomaly detection [83],
and optimization problems to determine the optimal answer from poorly trained information
by appropriately adjusting mathematics. The number of layers, starting weight, and learning
rate are just a few of the factors that need to be carefully considered when utilizing the DNN
approach in order to prevent overfitting and computation time [84]. Unlike the time and
resource-intensive entities of the offloading ecosystem, these challenges need a significant
amount of processing power.

The authors of [85] introduced the a network and device resources utilization through smart
ANN-based offloading mechanism (NSANNOM) expert system that is intended for use in
heterogeneous edge and cloud computing for efficient network resource allocation mechanisms
and optimal computational offloading decision making. The system uses ANN to make
accurate decisions, validates real-world datasets, and shows improved latency reduction, cost
efficiency, and energy savings. The paper [86] tackles the problem of effectively running DNN
on mobile devices with limited resources, particularly when there are several tasks running at
once. To address computational and battery life constraints, the authors suggest a combined

model partitioning and task offloading strategy.
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2.8.1.4 K-means-based algorithm

One of the most popular methods for clustering in unsupervised machine learning is the K-
means algorithm [87]. The main principle behind K-means is to divide a set of input data into
K clusters. Each cluster is represented by a centroid, which is the mean value of its members.
Tasks and devices are then allocated to the cluster that has the closest centroid. Overall,
K-means provides a simple, comprehensible method to assist with scalable and clever work
offloading techniques.

The authors of [88] suggest using K-means to cluster various workloads into compute-intensive,
memory-intensive, and network-intensive applications after classifying them according to
their resource requirements, such as CPU, communications, and task priority. Also, [89]
proposes a model for joint energy and latency minimization based on K-means to cluster
terminal nodes with respect to fog nodes. Based on this, an algorithm called optimal cluster-
ing and offloading parameters (OCOP) is developed, which has a lower temporal complexity

than the typical quadratic case.

2.8.1.5 Q-learning-based algorithm

Q-learning is an off-policy, model-free reinforcement learning technique that uses the state
to decide on the optimal course of action [16]. Learning a policy that instructs an agent
on what to do in a given circumstance is the aim of Q-learning. Stochastic transition and
reward issues may be handled by Q-learning without requiring adaptation. Additionally, it
can assist in resolving optimization decision-making issues by identifying the optimal action-
state selection strategy. Thus, offloading issues can be addressed via Q-learning.

In their contribution, [57] propose a Q-learning-based task assignment algorithm for spatial
crowd sourcing to address the problem of latency time computation (LTC). The proposed
algorithm dynamically receives workers and tasks from the perspective of the full assignment
procedure. Moreover, the authors of [90] propose a standard RL algorithm, namely Q-
learning. Whether data is handled locally or offloaded to edge devices is the basis for decision-
making in an edge computing situation. They accomplished this by using a cost function

that included the effects of delay and power usage.

2.8.1.6 DQN-based algorithm

In order to enable agents to learn the best action in a virtual environment to accomplish
their goals, Deep reinforcement learning (DRL) combines reinforcement learning with artifi-

cial neural networks [1]. One kind of DRL that matches state-action pairs to future rewards
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is called deep Q-learning, which combines function approximation with goal optimization.
The technique known as deep Q-learning, or DQN, it uses to approximate the Q-value of a
reinforcement learning architecture.

In the mobile edge computing (MEC) context, the authors of [16] presented a DQN-based
strategy to address the state space expansion curse in the task offloading problem. Then, they
introduce a general proximal policy optimization (PPO) strategy to learn the optimal offload-
ing policy in a massive multiple-input multiple-output (MIMO)-based system. Furthermore,
Huang et al. [60] introduced a DQN-based method for resource allocation and multiple task
offloading. In order to find the optimal solution, they transformed mixed-integer nonlinear
programming into an RL problem. They devised cooperative offloading decision-making and
distributed bandwidth in order to save total costs. In [91], a DQN-based algorithm was pro-
posed to investigate the situation where the devices are unavailable or cannot meet demand.
They divided the complex task into smaller subtasks. Then, based on DQN, they suggested
a distributed computation offloading approach, which aims to identify the optimal offloading

policy to reduce the time required to complete challenging work.

2.8.1.7 Double DQN-based algorithm

The double DQN is an enhancement of the standard DQN algorithm designed to address
the problem of overestimation in action-value functions, which can result in less-than-ideal
decisions [92]. Because Double DQN separates the action selection and assessment procedures
during Q-value updates, it provides increased accuracy and stability. It employs two neural
networks: a target network to assess the value of that action and a target network to choose
the optimal action. This separation helps avoid the overoptimistic value estimates that
standard DQN frequently generate, particularly in dynamic or complex environments.

In [93], the resource distribution issue in mobile edge computing was examined in a different
research. The authors put forth a complex model that efficiently distributes resources using
DRL. According to the study, their strategy resulted in a more balanced allocation of system

resources, decreased delay, and decreased energy use.

2.8.1.8 DDPG-based algorithm

The DDPG algorithm is an off-policy, model-free method designed for environments that
involve continuous action spaces [87]. By integrating the advantages of DQN and policy
gradient techniques, DDPG proves particularly effective in solving complex control tasks

with high-dimensional action domains.
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In [94], authors proposed an Adaptive Computation Offloading model based on RL known
as ACORL in a heterogeneous vehicular network, based on DRL, specifically DDPG, aiming
to balance between energy consumption and data transfer latency. This model adds noise
after the output of the actor network to avoid the complexity caused by a high-dimensional
action space. Unlike the above method, Yang et al. [87] proposed DDPG with optimized
K-means task offloading, a framework for edge-computing-enabled internet of medical things
(IoMT) systems that integrates optimized K-means clustering with a DDPG-based decision
strategy with the objective of reducing latency and energy consumption while ensuring load
balancing.

In order to train models that can forecast the best offloading choices based on different
factors, supervised machine learning for task offloading uses labeled historical data. Super-
vised machine learning algorithms can provide rapid and accurate predictions once trained,
which makes them appropriate for environments with comparatively stable and regular pat-
terns. Although this method is simple to deploy and has a low decision-making latency, it is
highly dependent on the caliber and variety of training data. Its primary drawback is its de-
creased capacity to adjust to extremely dynamic or novel situations, where performance must
be maintained by retraining. As a comparison, the table 2.1 shows different cited supervised

machine learning approaches with their factors and targets.

Table 2.1: Comparison of research publications based on machine learning.

Reference | Problem ad- | Factors Proposed Targets
dressed solution
[60] Task Task characteristics, | DQN-based Energy con-
offloading  and | network  conditions, sumption,
resource alloca- | device capabilities latency, cost
tion
[16] Task offloading | Task characteristics, | DQN-based Energy con-
network conditions sumption,
latency
[57] Task assignment | Task characteristics, | Q-learning- Latency,
device capabilities based Bandwidth
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[79] Task offloading | Task characteristics, | SVM- Energy con-
and resource al- | the maximum delay. based and | sumption and
location Lyapunov- cost

based

[85] Task offloading | Task characteristics, | ANN-based Energy con-
and resource al- | network conditions sumption,
location cost, latency.

[80] Task offloading | Task characteristics, | SVM-based Energy con-

device capabilities and federated | sumption
learning

[82] Task offloading | Task characteristics, | Decision trees | Energy con-

device capabilities, | and software- | sumption
resource availability. defined

networking

techniques

[81] Task offloading | Task characteristics, | Decision tree | Response

network condition intelligence time

[86] Task partition- | Task characteristics, | DNN-based Latency
ing and offload- | resource availability,
ing network condition

[88] Task classi- | Task characteristics, | K-means- Latency
fication and | application  require- | based
scheduling ment

[89] Task offloading | Task characteris- | K-means- Energy con-

tics, Fog resource | based sumption,
availability latency

[90] Resource alloca- | Task characteristics, | Q-learning- Cost, latency
tion and task of- | device capabilities, | based
floading application  require-

ment

[91] Task offloading | Task characteristics, | DQN-based Response
network condition, time, latency
device capabilities.
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[93] Resource alloca- | Task characteristics, | Double DQN- | Energy con-
tion and task of- | device capabilities, | based sumption,
floading application  require- latency

ment
[94] Task offloading | Task characteristics, | DDPG-based | Energy con-
network condition sumption,
latency

[87] Task offloading | Task characteristics, DDPG  and | Energy con-

Fog/cloud  resource | K-means sumption,
availability, applica- | based latency
tion requirement

[95] Task offloading | Task characteristics, | DDPG-based | Cost, latency

network condition

Reinforcement learning, especially deep reinforcement learning methods such as DQN and
DDPG, is the leading approach to dynamic and complex loT task offloading problems. These
methods are preferred because they can adapt to changing environments (network conditions,
resource availability) and optimize multiple objectives simultaneously (latency, energy, cost).
Hybrid approaches (such as combining reinforcement learning with supervised learning) are
emerging to improve performance. This trend indicates a shift toward deep learning-based
solutions for handling high-dimensional state spaces and making real-time decisions in IoT

environments.

2.8.2 Non Machine learning based offloading algorithms

Non-machine learning algorithms in task offloading are decision-making techniques that, in-
dependent of data-driven learning models, choose where and how computational activities
are carried out (for example, locally, at fog nodes, or on the cloud). Instead of adapting deci-
sions through historical data analysis, these methods operate on the basis of clearly defined
logic, mathematical formulations, or heuristic rules. Non-machine learning methods can offer
low-complexity, transparent, and computationally efficient solutions for task offloading and

resource allocation by utilizing these established or analytically derived methodologies.
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2.8.2.1 Lyapunov optimization

In the field of task offloading, Lyapunov optimization is a mathematical and online control
framework used to make real-time, online decisions in dynamic systems such as task ofloading
in order to reduce performance costs while maintaining system stability [79]. In order to
accomplish this, it solves a drift-plus-penalty problem at each decision interval. The penalty
term represents the optimization target, while the Lyapunov drift regulates the growth of the
queue backlog, allowing for near-optimal judgments without requiring knowledge of future
system states.

The study in [96] presents an online dynamic computing offloading algorithm, known as the
partial offloading framework using Lyapunov optimization. The suggested approach aims
to minimize energy consumption, guarantee system stability, and optimize the offoading
of computationally demanding tasks without requiring prior system knowledge. In another
work, [97] address the problem of task offloading in mobile edge computing by proposing
an online task offloading and resource allocation using Lyapunov optimization theory. The
framework aims to reduce the average long-term latency of tasks while maintaining queue

stability and energy consumption limitations for mobile devices.

2.8.2.2 Convex and non convex optimization

Convex optimization is a powerful technique for resolving optimization problems since it is
solvable [98]. According to this paradigm, the offloading limits are expressed as constraint
functions, while the offloading target or objectives are stated as objective functions. The
global optimization goal can be achieved by solving the given optimization model using
conventional techniques if it is convex. Converting the offloading model into a convex opti-
mization is a common solution if it is a non-convex optimization problem.

In their contribution, Khan et al. [99] propose a framework that addresses the challenges
posed by limited computing and communication resources by formulating a cost-minimization
problem that jointly considers transmission energy and latency. They formulate a cost-
minimization problem that takes into account both transmission energy and latency, and
they use a decomposition-based approach to solve it: convex optimization for sensing interval
adjustment, matching algorithms for resource allocation and task offoading. Furthermore,
the authors of [98] design a distributed massive multiple-input multiple-output (DM-MIMO)
aided multi-tier vehicular edge computing system. In order to reduce overall latency and en-
ergy consumption, they establish a joint optimization problem for task offloading, sub-channel

allocation, and pre-coding using a partial task offloading model. Three convex sub-problems
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are extracted from the non-convex problem, and an iterative alternate optimization approach

is used to solve them.

2.8.2.3 Game theory

Game theory is a useful tool for creating distributed methods. In order to achieve a mu-
tually agreeable offloading solution, it can be applied in a multi-user offloading situation in
which each other end device selects an appropriate technique locally [100].In this paradigm,
each end device decides how much to offload, gets incentives, and then updates its choice.
This process is carried out repeatedly until the benefits stop getting better. Game theory
offers resources for researching equilibrium states, forecasting behavior, and creating plans
of action that result in reliable and effective work distribution. Depending on the system
scenario, various game models can be applied, such as non-cooperative games, cooperative
games, or Stackelberg games.

The work in [101] proposes a task offloading model for binary tasks, which based on game
theory algorithm with polynomial time complexity. The model transforms the task offload-
ing challenge into a game of dynamically updating the offloading strategy of the system to
determine the optimal offloading strategy. This approach demonstrates the ability to reduce
energy consumption, reduce the execution time of computing tasks, and fully utilize system
resources. On the other hand, [100] proposes a method of joint resource allocation and task
offloading based on Stackelberg game theory. The problem is formulated as a bi-level opti-
mization model with multiple leaders and multiple followers. While users strive to reduce
delay, energy consumption, and cost by deciding their task offloading strategies in response
to the allocation, edge nodes seek to maximize income and decrease energy cost by choosing

how much computing resources to allocate.

2.8.2.4 Particle swarm optimization

PSO is a metaheuristic optimization technique, which can used to find near-optimal solutions
for complex optimization problems with imperfect information and computational limitations
[50]. Because PSO is a stochastic optimization technique, the result depends on the arbitrary
spawn variables. In task offloading, PSO is especially helpful since it can manage non-linear,
non-convex, and multi-objective optimization problems, including jointly minimizing cost,
energy consumption, and latency while adapting to dynamic IoT, fog, and cloud environ-
ments.

In [50], authors propose a PSO-based framework for optimizing IoT data placement in cloud
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data centers, addressing challenges related to resource allocation, privacy, energy efficiency,
and data access time. Then, a greedy strategy is added to an upgraded PSO algorithm,
which searches the complex solution space and chooses the best virtual machine instances
for effective data placement. Similarly, authors in [102]introduce a system framework com-
posed of parking clusters, mobile cars, edge servers, and cloud servers in order to handle the
problem of task offloading in the internet of vehicles (IoV). They modeled task offloading
and resource scheduling as a dual decision problem, and an improved particle swarm opti-
mization strategy (PSOS) is proposed, which uses Non-dominated sorting genetic algorithm
IT (NSGA-II) to handle multi-objective optimization and the simulated annealing cooling

procedure to prevent local optima.

2.8.2.5 Genetic algorithm

GA is a bio-inspired metaheuristic optimization technique that finds near-optimal solutions
for complex and non-convex problems by simulating the process of natural selection [56].
However, because it takes multiple generations to produce sufficient outputs, GA may be a
viable option to address a variety of optimization issues [53]. But it is only appropriate for a
few. However, when fitness measurement is difficult, GA does not produce the best results.
In [103], the authors address the task offloading problem in mobile edge computing (MEC),
where this challenge requires resource-constrained edge servers to choose between processing
tasks locally and offloading them to the internet cloud (IC), which has higher latency but of-
fers more resources. As the problem is NP-complete, a genetic algorithm based metaheuristic
is proposed to efficiently obtain near-optimal solutions, which takes user delay constraints
into account and enhances decision-making for task execution between MEC and IC. The
problem is formulated as an integer linear programming (ILP) model with the goal of min-
imizing task processing latency. In order to optimize task offloading in a three layer edge
computing architecture consisting of edge, fog, and cloud layers, the authors of [104] suggest
a hybrid whale genetic algorithm (HWGA) combined with RL. The best layer for task exe-
cution is first determined using a multi-layer RL technique, and then the HWGA fine-tunes

the task offloading choices within each layer.

2.8.2.6 Heuristic algorithm

A heuristic algorithm is a strategy for solving problems that, when determining the pre-
cise best answer is too difficult or time-consuming, finds good, approximate solutions using

practical methods or rules of thumb [105]. In task offloading, a heuristic algorithm is an
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approximation of a problem-solving technique intended to effectively schedule and distribute
work among edge, fog, and cloud resources without ensuring a precise ideal answer. Heuristic
algorithms employ rule-based, greedy, or problem-specific methodologies to rapidly produce
near-optimal solutions because task offloading problems are frequently NP-hard and compu-
tationally costly.
In their contribution, authors of [106] formulated the problem of task offloading as an NP-
hard mix integer nonlinear problem and then proposed an effective low complexity heuristic
algorithm that yields a near-optimal solution. Their goal was to maximize the number of of-
floaded tasks for all devices in uplink communication while maintaining low system latency.
On the other hand, [105] addresses the challenge of efficient task offloading in vehicular
edge computing (VEC) networks, where time-sensitive and resource-intensive activities are
produced by vehicular applications. In order to address these needs, the authors use a multi-
objective optimization model to describe the offloading problem, taking into account both
transmission latency and task completion time as QoS factors. The red deer algorithm (RDA)
for global exploration and simulated annealing (SA) for local refinement are combined in their
proposed hybrid meta-heuristic algorithm known as red deer simulated annealing (RDSA).
As comparison, the following table shows different cited non-supervised machine learning
approaches with their factors and targets.

Here, we will present a number of non-machine learning algorithms that have been em-
braced and applied in both industry and research to address edge computing offloading issues.

As illustrated in table 2.2.

Table 2.2: Comparison of research publications based on non-machine learning algorithms.

Reference | Problem ad- | Factors Proposed Targets
dressed solution

[50] Data placement | Task characteristics, | PSO-based Energy con-
Fog/ cloud resource sumption,
availability latency,

response time

[96] Task offloading | Task characteristics, | Lyapunov Energy con-
device capabilities, | optimization- | sumption,
application  require- | based bandwidth
ment
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[97] Task offloading | characteristics, device | Lyapunov Energy con-
and resource al- | capabilities, network | optimization- | sumption,
location Task conditions based latency

[98] Task offloading | Task characteristics, | Convex Energy con-
and resource al- | device capabilities optimization- | sumption,
location based latency

[101] Task offloading | Task characteristics, | Game theory- | Energy con-

Fog/ cloud resource | based sumption,
availability, applica- latency
tion requirement

[100] Task offloading | Task characteristics, | Game theory- | Energy con-
and resource al- | device capabilities, | based sumption,
location application  require- latency, cost

ment

[102] Task offloading | Task characteristics, | PSO-based Energy con-
and resource al- | device capabilities, sumption,
location network conditions latency, cost

[103] Task offloading | Task characteristics, | Genetic algo- | Energy con-

device capabilities, | rithm sumption,
application  require- latency
ment

[104] Task offloading | Task characteristics, | Genetic algo- | Energy con-

device capabilities, | rithm sumption,
network conditions latency,
response time

[106] Task offloading | Task characteristics, | Heuristic al- | Energy con-

device capabilities, | gorithm sumption,
application  require- latency
ment

[105] Task offloading | Task characteristics, | hybrid meta- | Latency, re-

device capabilities, | heuristic sponse time
network conditions algorithm

Because non-machine learning algorithms offer effective and useful decision-making tech-
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niques without depending on extensive training data, they are essential to task offloading.
Using techniques like game theory, convex and non-convex optimization, heuristic approaches,
and evolutionary algorithms like GA or PSO, these methods tackle important issues like re-
source allocation, latency, and energy consumption in cloud, fog, and IoT environments.
Because of their interpretability, reduced computing cost, and efficacy in situations with
clearly specified optimization aims and limitations, non-ML algorithms continue to be rele-
vant even though they do not have the flexibility and predictive ability of machine learning

models.

2.9 Conclusion

. One essential technique for IoT systems is task offloading, which can increase application
performance, lower execution latency, reduce energy consumption, and extend battery life of
resource constrained devices. Task offloading in practice is influenced by a variety of factors
such as network conditions, device heterogeneity, energy constraints, and application-specific
requirements. This study highlighted the trade-offs that affect the efficacy of recent develop-
ments in task offloading within edge computing systems.Offloading techniques, algorithms,
and offloading-influencing elements were all covered in this study’s comprehensive analy-
sis of current task offloading in IoT systems. Subsequently, we divided offloading tactics
into two groups: full and partial. Additionally, the study looked at the main factors that
affect offloading decisions and divided the existing algorithms into two main groups: ma-
chine learning-based methods, which make use of predictive intelligence and flexibility, and
non-machine learning methods, which depend on optimization, heuristics, and evolutionary
algorithms. Finally, various concerns and research challenges related to edge computing were

discussed.
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Chapter 3

DQN-based offloading algorithm

3.1 Introduction

[oT has grown rapidly, resulting in the deployment of billions of linked devices that con-
tinuously produce massive amounts of latency-sensitive and computation-intensive tasks.
Although they provide a wealth of processing power, traditional cloud computing infrastruc-
tures frequently fail to meet the demanding latency requirements of these kinds of tasks
because of their physical separation from end users. By bringing computational resources
closer to IoT devices and facilitating quicker processing, fog and edge computing paradigms
have arisen as complementary layers to the cloud in order to overcome this restriction. Task
offloading is a crucial approach in this multi-tier architecture that enables devices to shift
energy-intensive operations to distant cloud servers or nearby fog nodes, decreasing execution
time and increasing system efficiency.

Despite these advantages, creating an efficient task offloading strategy is still a chal-
lenging problem. Traditional heuristic and optimization-based approaches are insufficient for
real time decision-making due to the dynamic and heterogeneous nature of IoT environments,
which are characterized by changeable wireless channel conditions, fluctuating resource avail-
ability, and various application needs. Furthermore, adaptive and intelligent decision making
processes are needed in such complex situations to achieve an optimal trade-off between
latency, energy consumption, and resource usage.

In recent years, RL has attracted substantial interest for tackling decision-making chal-
lenges in uncertain and dynamic contexts. By interacting with the environment and getting
feedback in the form of incentives, RL allows an agent to learn optimum policies. However,

when used in huge state-action spaces, which are typical in IoT—fog—cloud systems, tradi-
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tional RL techniques like Q-learning have scaling problems. DRL methods, especially the
DQN, have been offered as a solution to this problem. DQN offers a viable paradigm for task
offloading optimization and facilitates effective learning in high-dimensional environments
by using deep neural networks to approximate Q-values. Accordingly, this chapter presents
and explains in detail the contribution of this thesis, which is based on a DQN-driven task
offloading strategy tailored to the characteristics and constraints of loT—fog—cloud architec-

tures.

3.2 System architecture

The main objective of this chapter is to present our contribution, which consists of a DQN
based task offloading solution for optimizing performance in IoT—fog—cloud systems. In
order to accomplish this, a three-layer collaborative architecture is presented, which captures
various work contexts and resource interactions across cloud, fog nodes, and IoT devices.
Following a thorough description of each layer, the task offloading model is developed, and
the objective function that directs the optimization process is created. When combined,
these components create the framework for an intelligent and flexible offloading system that
improves energy management, scalability, and efficiency in distributed IoT settings.
Establishing a thorough system architecture that reflects the operational features of the
loT-fog—cloud ecosystem is a prerequisite for designing a DQN-based offloading technique.
The mathematical basis for explaining the relationships between cloud servers, fog nodes,
and IoT devices, as well as the limitations affecting offloading choices, are provided by the
system architecture. As shown in Figure 3.1, the device, fog, and cloud layers make up
the three-layer collaborative architecture designed to support efficient task offloading and

resource management .

o The first layer is the [oT device layer, also known as the infrastructure layer, is made up
of mobile devices (MD1-MDG6), including smart phones, laptops, smart cameras, smart
bulbs, and automobiles. These IoT devices can either process tasks locally or transfer
them to higher layers. Although it has the lowest latency, this layer has a limited

amount of processing power, making them dependent on offloading mechanisms.

o The second layer is the fog layer, also known as the fog layer, is made up of several FNs
(F1, F2, F3, and FM) that are dispersed geographically, which offers computing power
and intermediate latency [38]. FNs act as tiny servers that provide localized computing

power for both traditional applications. Each IoT device has the ability to transfer
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its tasks (T1, T2, T3, etc.) to fog servers, which subsequently provide the calculated
outcomes (Response T1, Response T2, Response T3).

e The cloud layer, which is represented by the third layer, has a comparatively greater
latency but provides a significant amount of computational capacity and is backed by
massive data centers that house a big number of high-performance computers. Both
wired and wireless links are used for communication between these layers, and each
connection tier is given a specified maximum bandwidth to guarantee effective data
transfer. The cloud servers process tasks (e.g., T1, T3) that are forwarded by the fog

layer and return the corresponding responses to the IoT devices.

Cloud server

Cloud layer

:(\ ﬁb o

MD2 MD3 MD5 MD6

Figure 3.1: Overview of loT—fog—cloud architecture [1]

The task offloading workflow is captured by this layered architecture in which IoT devices
dynamically decide based on latency, energy consumption, and resource availability whether
to execute tasks locally, offload them to neighboring fog nodes, or transfer them to the cloud.

A summary of the main notations used here is provided in Table 3.1.
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Table 3.1: Abbreviations used in the proposed model

Notation Description
MD A set of mobile devices
N Number of tasks
T Set of tasks
T, The task number i
Dy Task data size
Tri The maximum acceptable delay to execute task 7;
CB CPU cycles required per bit of data
Wi Total workload of the task T;
F Set of fog node
M Number of fog nodes
C Cloud server
Ly, Latency(execution time of task 7;)
Xk, Decision offloading matrix of task 7; from user i in the location k
fa CPU frequency of device d for a processing task
Q The initial latency queue
E Energy consumption of the task
n Energy efficiency factor
Péf’fz Time processing of task T; locally
Li{jﬁm The total latency of processing task 7;
Efi?%l Energy consumption of task T; that processing locally
Cigs Overall cost of task T; that processing locally
Tji Ti The transmission time of task 7; to fog layer
PC{’ T The processing time of task T; in fog layer
LZZTl The total latency of processing task 7; in fog layer
EC{Tl The energy consumption of task 7T; that processing in fog layer
By The MD and fog node communication bandwidth
PWay The communication transmission power between MD and fog node
C’C{Ti Cost of processing task T; over fog layer
T§r; The transmission time of task 7; to cloud server
Piri The processing time of task 7} in cloud server
aTi The total latency of processing task 7; in cloud server
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By The communication bandwidth between fog node and cloud server

PW¢. | The communication transmission power between the cloud server and fog node

Cari Cost of processing task 7T; over cloud server

3.3 Task offloading model

A precise system model that accurately reflects the nature of the activities and the decision-
making process must be established before an offloading strategy can be designed and evalu-
ated. Offloading decisions between local devices, fog nodes, and cloud servers are formulated
by the task offloading model, which also gives the mathematical description of computing

tasks produced by IoT devices.

3.3.1 Task model

In our suggested system, a network of MD is in charge of gathering diverse data that needs
to be processed computationally. Each MD generates a set of tasks (T;), where Tye [T;...,
Tx], and each task T; is characterized by three parameters, which are described as follows:
D 7;: the data size of the task Ti.

Tr;: the maximum tolerable delay for completing the task T; given in millisecond.

CB: represents the CPU cycles needed per bits of data for task execution.

The relationship between D7; and CB is as follow:

Wr, = Dy, x CB (3.1)

Where Wr; is the total workload of the task (T);).

The location of execution affects energy consumption and execution time of each task. IoT
devices that use local execution typically use more energy and may have restricted processing
capacity. Because of their close proximity, offloading to a fog server gives lower latency, while
offloading to the cloud delivers more processing capabilities but at the cost of additional

transmission delay.

3.3.2 The offloading decision problem formulation

MD tasks can be offloaded to the selected fog node or executed locally. With the presumption
that every MD has an indivisible task and that all task delays equal T [105]. Additionally,
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the decision matrix XXe {0,1} is presented indicating the decision to offload task T;, which
will then be carried out on server k thereafter. By balancing latency and energy usage in
this situation, it aids in choosing the most suitable server to execute the task efficiently.
Specifically, local execution is denoted by (X1¢ = 1), fog node execution by (X4, = 1), and
the cloud execution by (X% = 1).

Additionally, each task T; must have a single execution location, whether local, fog, or

cloud. Therefore, we can guarantee these conditions using the following equation:

M
X+ 57 XL+ X8, =1 Vie{0....N}, (3.2)
F=1
Where local execution is represented by loc and cloud execution by C, and X is a binary
variable. Nevertheless, the fog node, represented by Fe [1,..., M|, requires that at most one

of the following decision matrix be met:

X% =1 = local execution
X =M, X%i =1 = fogexecution (3.3)

X7, =1 = cloudexecution.

For example, in the case of local execution, the decision matrix that defines the task

placement takes the form:

Xloe =
X ={ XJ.=0 ;= local execution (3.4)
X7, =0

3.4 Task execution possibilities

Tasks created by IoT devices can be carried out in the suggested system in three different
ways, depending on the energy limits, latency requirements, and available resources. This

can be a local, fog or cloud execution.

3.4.1 Local execution

In this way, the IoT device uses its own computational resources to process the task directly.
For resource-intensive applications, this may result in higher energy usage and longer execu-
tion times even while it eliminates transmission delays. The local execution is the first option

accessible during the offloading process. The local processing time (Pj%;) is the amount of
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time that a device spends processing the task (T;) from the device (d) without sending it to
other devices.
Wi

Where (f;) is the CPU frequency of the device (d) for processing a task, and (Wr;) is the
total workload of task (T);).

The definition of total latency (L7;) is as follows:

L§%; = Pif + Qmi, (3.6)

Where (Qr;) stands for the initial latency, which is the amount of time that tasks wait in
the queue.

Likewise, for local task processing, the following equation defines the energy consumption
Eéo’%l

EY%; = na X Wri x (fa)?, (3.7)
Where Wri stands for the overall workload of task T;, fjis the CPU frequency for task
processing, and 7y is the energy efficiency of the device d.
loc

Consequently, the weighted local processing latency (L7;) and local energy consumption

(Eff%z) are combined to calculate the overall cost of local processing
Cats = & X By + B % Ly, (3.8)

It is obtained from equations (3.6) and (3.7), where o and [ are the energy weights and
latency with values ranging from zero to one [2]. The weights are set as follows to guarantee
equal weighting of the two goals: o = 0.18 and = 0.82. These weights are used to calculate

the relative importance of each component in the overall cost.

3.4.2 Fog execution

The work is transferred to a nearby fog node, which has less latency than the cloud and more
processing capacity than IoT devices. Applications that need quick responses and are delay-
sensitive can use this option. It is necessary to offload a number of tasks to the fog nodes due
to the restricted capabilities of MD. Transmission time (LQTZ-)) and processing time (PC{ 1)
make up the two components of the total task delay. This formula is used to determine the
transmission time (TC{ r;) in the equation (3.9), and the same formula used for local processing
is used to get the processing time (Pf’ 1;) on the fog node like in equation(3.10):

5 Dr
d,TZ Bu2f’

(3.9)
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Where B2 is the bandwidth available for data transfer between the MD and fog node, and
Dr; is the size of the task to be performed by the fog node.
In the same manner as local processing, the processing time (Pj +;) on the fog node is

computed using Equation (3.10):

W
0

The CPU frequency of the fog node (j) is represented by the variable f;.

Pl = Viell... M], (3.10)

The following definition applies to the overall latency (Lg’TZ-) of the processing task (T47)
of the device (d) in the fog layer:

Lg,Ti = Po{,Ti + T({,Ti + Q:];i» (3.11)

Where the time tasks spend in the queue over the fog node (j) is denoted by QF,.
Additionally, Equation (3.12) is used to determine the energy consumption (EC};Ti) via
the fog node:
Ef ;= PWasy x Lz, +n; x Wi x f; Vie[l.....M], (3.12)

Where (PW,¢) is the communication transmission power between the MD and the fog node.
W is the total workload of task (T;), and (7;) and (f;) are the energy efficiency factor and
CPU frequency of the fog node j, respectively.

The total offloading cost over the fog node is calculated using equation (3.13).

Clpi=ax E}z+ B x L. (3.13)

3.4.3 Cloud execution

The task is delegated to distant cloud servers, which offer a wealth of storage and compu-
tational capacity. The cloud can effectively manage large-scale and complicated operations,
but its lengthy transmission distance adds energy consumption and delay, making it less
appropriate for real-time applications. When, tasks are processed in cloud data centers, the
propagation time is increased due to the geographical distance between the task and the
resources.

Combining two factors, transmission time (777 ;;), and processing time (P§;), represents

the task’s total delay (L§ ;). The following is an explanation:

_ DTi + DTi
T Bu2f BfQC,

(3.14)
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c Wri .
Piri = 7 + Q7 (3.15)
Loz =Tir + Pipi, (3.16)

Where f. is the CPU frequency of the cloud server, )5, is the initial latency referring to
the cloud server, Wy, is the total workload of task T;, Dp; is the data size of the task to
be processed by the cloud server, and Byy. is the bandwidth available for data transmission
between the fog node and the cloud server.

The energy consumption of the cloud server is determined using equation (3.17):
Eél:,Ti = PWugf X L?I,Ti + PWfQC X L;,Ti + Ne X WTi X fc, (317)

Where (f.) and (7.) represent the energy efficiency factor and CPU frequency of the cloud
server, and (PWjysy.) and (PW,2y) represent the communication transmission power between
the cloud server and fog node, and MD and fog node, respectively.

The following formula is used to determine the overall offloading cost over the cloud
server:

Cori =axX Egp+ 8 X Lg ;. (3.18)

The total cost of offloading is the sum of the execution latency and energy consumed by loT

devices and devices across fog and cloud servers [105]. This is how it is computed:

N
cost = 3 (X1 x Cle. + X(Ti) x Cfp; + X5 x C5 ). (3.19)

3.5 Problem formulation

In the TIoT- fog — cloud scenario under consideration, a set of user devices generate activ-
ities that require intensive computing that must be achieved locally, in a nearby fog node,
or on remote cloud servers. Each task is characterized by the required latency, input data
size, and computational load. The main objective of the problem is to design an offloading
approach that balances user quality of service goals and minimizes the overall cost of the sys-
tem, which is typically measured in terms of task execution time and energy consumption.
However, the diverse nature of resources, the random nature of wireless channels and task
arrival, and the correlation between communication and processing resources make the of-
floading decision problem inherently difficult. As a result, the optimization problem becomes
high-dimensional, dynamic, and non-convex, rendering traditional optimization methods in-

sufficient for obtaining efficient and timely solutions. We reformulate the task offoading

Univ-Chlef 59



DQN-based offloading algorithm

procedure as a sequential decision-making problem, which can be successfully solved through
reinforcement learning, specifically DQN technology, in order to overcome these difficulties.

Our DQN-based solution continuously learns from the environment to iteratively enhance
offloading strategies, in contrast to many previous approaches that rely on static allocation
or basic heuristics. Furthermore, our method cooperatively optimizes resource allocation
across local, fog, and cloud layers, which set it apart from other DRL based frameworks
that usually concentrate on fog—cloud cooperation or assume simplified network models.
Practical limitations include task deadlines; energy budgets for cloud data transmission,
bandwidth availability between MD and fog nodes increased by IoT networks, and queue
stability at each layer are all clearly incorporated. By taking these practical factors into
account, the suggested approach outperforms traditional offloading systems by achieving
significant reductions in system latency and energy usage while maintaining stringent QoS
compliance. So, an objective function must be defined under some constraints and basing on

cited parameters.

3.5.1 Objective function

The main goal of our task offloading model is to balance energy consumption and compute
latency in order to maximize system performance. However, the task ofHoading process’s

cost reduction challenge is expressed mathematically as follows:

N M
Min(cost) = mmZ(Xé“oic X Czli(,)IC“i + Z (X{% X chic,Ti) + X7 X Cg,Ti)J (3.20)
i=1

F=1

Where X is a binary variable and loc and C represent local execution and cloud execution,
loc

respectively. However, Fe[l,..., M] denotes the fog node. Cy%,, C({Ti, Cgr; denotes the

overall cost of task T; that processing locally, over fog layer, over cloud server .

3.5.2 Contraints

To guarantee the viability and accuracy of the developed task offloading model, a number of
limitations need to be established. These limitations ensure that every activity is performed
in a valid and consistent way and define the acceptable values of the decision variables.
Additionally, they make sure that the decision about offloading adheres to the fundamental
needs of the system, including whether a task is processed locally, at the fog layer, or in the

cloud. The primary limitations taken into account in our work are explained as follows:
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3.5.2.1 Binary variable constraint

C1: Xkeef0,1} (3.21)
C2: X1.€{0,1} (3.22)
C3: X5.€{0,1} (3.23)

C1, €2, and C3 denote that the decision variables Xl¢ X7. and X%.are binary, ensuring
that each task Ti can only take a value of either 0 or 1, thereby indicating whether it is
executed locally, on the fog server, or on the cloud server, respectively.

These constraints (C1, C2, C3) ensure that each task is executed either locally, at the fog
layer, or at the cloud layer, but not simultaneously across multiple locations which can be

written in C4 constraint as:

C4: X+ X1, 4+ X5, =1 VieN (3.24)

3.5.2.2 Bandwidth constraint

For the bandwidth, we give the C5 constraint as follow:
Br; >0 VieN (3.25)

It makes sure that each activity has a precisely positive bandwidth allotment. Put dif-
ferently, the allotted bandwidth Bp; must satisfy Bp;>0 for each task T;. This condition
prevents transmission failures and ensures that data offloading is possible by assuring that
no task is left without transmission capability. By enforcing this constraint, the system avoids
unrealistic scenarios where tasks are assigned zero or negative bandwidth, which would make

offloading impossible.

3.5.2.3 Latency constraint

Also, for the latency parameter, we write C6 as:
C6 : XI¢ x L5, + X, x Ll gy + X§y % LS 1y <= 7y VieN (3.26)

This constraint guarantees that task T; overall execution latency won’t surpass its deadline
Tr; local, fog, or cloud are the only three possible decision variables. The associated latency
is taken into consideration based on the decision. The total of the chosen execution latency
must be less than or equal to the maximum (deadline) that task T; can with stand. And so

on.
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3.6 Proposed solution

This section presents the proposed task offloading model, which aims to effectively manage
computing allocation across the IoT — fog — cloud layers. The proposed framework combines
two different approaches: a learning strategy based on a DQN and an optimal offloading
strategy. Through a comprehensive analysis of every conceivable offloading option local
execution on an [oT device, offloading to a fog node or delegation to a cloud server the first
technique, known as the optimal strategy, seeks to determine the ideal execution location
for each activity. To minimize the overall cost of the system, this method examines system
factors such as execution latency, power consumption, and network latency. It generates a
theoretical benchmark representing the most efficient configuration for a given system state
by examining every possible combination of task placement options.

Although this optimal offloading approach guarantees excellent choices and provides a
theoretical benchmark for performance evaluation, it suffers from serious drawbacks in real-
world applications. Specifically, this method requires continuous collection of large amounts
of real-time data related to system parameters, such as server availability, network condi-
tions, and hardware resources. Deploying such comprehensive and dynamic monitoring in
large-scale IoT settings in the real world is computationally expensive and often impractical.
Furthermore, when dealing with a large number of diverse devices and tasks, the compu-
tational complexities resulting from a comprehensive search approach can cause delays and
scalability issues.

On the other hand, in order to obtain near-optimal solutions, we applying RL techniques,
most especially the DQN model. This method stores action-state values in a Q-table, allowing
the agent to learn from experience. After monitoring the current state s; at each time step
t, the agent chooses an action a; and transitions to the next state s;;1, earning a reward 1y,
in the process [92]. Based on accumulated experience, the agent continuously improves its

decision-making policy through this iterative process, as shown in figure 3.2.
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Figure 3.2: The interaction model of RL

To better understand the proposed approach, Figure 3.3 illustrates the workflow of the two

task offloading approaches used in this study: the DQN-based learning approach and the op-

timal strategy. The DQN-based algorithm, shown on the right side of the diagram, uses deep

reinforcement learning to determine dynamically efficient offloading policies through contin-

uous interaction with the environment. The optimal strategy comprehensively searches for

the best offloading decision by evaluating all possible execution locations local, fog, and cloud

based on the specified objective function. This comparative diagram illustrates the concep-

tual differences between deterministic optimization and learning-based decision-making, high-

lighting the adaptability and scalability of the DQN framework in a dynamic IoT—fog—cloud

environment.
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Figure 3.3: Flowchart of the proposed DQN-based and optimal offloading strategies
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3.6.1 Optimal task offloading solution

In the context of IoT environments, this section presents a task offloading model that aims to
determine the best place to execute tasks generated by MD. This approach uses an algorithm
to address the optimization problem, resulting in suboptimal solutions with low processing
costs, as mentioned earlier.

The process begins when a device generates a task as input, and the algorithm subse-
quently gathers data from the MD, FNs, and cloud servers. The algorithm takes into account
the features of the underlying communication infrastructure for each task, paying special at-
tention to the high-capacity, low-latency benefits offered by IoT networks when tasks are
offloaded to distant fog nodes or the cloud. The lowest calculated cost is then used to choose
the execution location: Values between 1 and 10 indicate execution at one of the fog nodes
(assuming a total of 10 fog nodes), whereas (0) indicates local execution and (-1)indicates
cloud execution. The value denotes the particular fog node in charge of carrying out the
task via the most economical execution path when the chosen location deviates from (0) and
(-1). This is usually impacted by the availability of increased bandwidth made possible by
network links and the deployment of IoT components. The process begins when a device
creates a task as input, and then the algorithm collects data from MD, fog nodes, and cloud
servers. The algorithm takes into account the characteristics of the underlying communi-
cations infrastructure for each task, paying particular attention to the high capacity and
low latency advantages offered by IoT networks when loading tasks onto remote fog nodes
or the cloud. The calculated lowest cost is then used to select the execution location. For
illustration: values between 1 and 10 indicate execution on one of the fog nodes (assuming a
total of 10 fog nodes), while the value of (0) indicates local execution and (-1) indicates cloud
execution. The value indicates the specific fog node responsible for executing the task via the
most economical execution path when the selected location deviates from (0) and (-1). This
is typically influenced by the increased bandwidth availability provided by network links and
the deployment of IoT components [107].

For every task that is generated, the algorithm chooses the processing location by cal-
culating the cost of each execution option local, fog, and cloud and choosing the one that
minimizes expenses. The algorithm determines the processing location for each generated
task by evaluating the cost associated with all possible execution alternatives local, fog, and
cloud and selecting the option that minimizes this cost. Algorithm 1 provides a detailed

description of the complete procedure.
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Algorithm 1 Optimal task offloading strategy

Input Mobile devices MD, Fog node F, Cloud_server C, Tasks T.
Output Execution Location EL, Min Cost MC.

1: Function Optimal Strategy:

2: for Each d in MD do

3:  for Each Task in T do

4: Initialiser(EL, MC)

5: //Local Execution

6: MC= C%%, //Using Equation (3.8).

7: EL=0

8: // Fog Execution

9: for Each Fog node in F do

10: Compute C'({Ti //Using Equation(3.13)
11: if (CJ7; < MC) then

12: MC = Cf 4

13: EL= Fog Node

14: end if

15: end for

16: //Cloud Execution

17: Compute Cf ; //Using Equation (3.18)
18: if (C§,; < MC) then

19: MC = C§ r;

20: EL = -1

21: Compute cost(d, T;) //Using Equation (3.19)
22: end if

23: end for
24: end for
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3.6.2 DQN-based task offloading

This section introduces the DQN-based task offloading technique, a RL algorithm created to
tackle complicated and high-dimensional decision-making problems. Finding the best place
for each activity to be executed, whether at the local device, fog node, or cloud server, while
balancing latency, energy consumption, and resource usage, is the goal in the context of
loT—fog—cloud systems.

The offloading controller, which acts as the agent in the DQN architecture, continuously
monitors the state of the system, including the amount of available computational resources,
task sizes, bandwidth conditions, and device power levels. The agent chooses an action,
which is equivalent to deciding where to offload the work, based on the observed state. The
system changes states when the action is completed, and the agent is rewarded based on the

quality of the decision (e.g., lower latency and energy cost).

3.6.2.1 Key Components of DQN-Based Offloading

Unlike traditional Q-learning, which uses a Q-table, DQN approximates the action-value
function using a deep neural network. In settings with large, continuous spaces, this allows
the model to scale effectively. DQN uses replay to adjust the parameters of the neural network
at each iteration. During training, random samples of past transitions (state, action, reward,
and next state) are taken from a buffer memory. This system stabilizes learning by preventing
correlation between training samples. To further enhance convergence, a target network is

used in addition to the base network.

o The state space The state space is a representation of all the important data needed
to decide when to offload tasks. It includes several characteristics that have a direct
impact on system performance, such as the state of IoT devices at the moment, the
processing power of fog and cloud nodes, the size and complexity of the task to be
processed, and the state of network latency. In order to reflect the changing nature of
resource availability, the state space also takes into account the current workload or
load level of the system. The state space can capture these characteristics and provide
the DQN agent with a comprehensive picture of the environment, allowing it to assess
different offloading strategies and adjust its decisions in response to evolving system

conditions. Formally, the state at time t can be expressed as follows:

St = {WTiaDTiaQTiafdafj7fC7Bu2fa BfQC}, (327)
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Table 3.2 summarizes the parameters that define the state space in Equation 3.27,
including task characteristics, computational resources, and network bandwidth infor-

mation at each layer of the IoT—fog—cloud environment.

Table 3.2: Description of parameters in the state space representation

Parametres | Bref explication

Wr; The total workload of the task T;

D The data size of the task T;

Qri The time spent waiting of task T; in the queue

Fy The CPU frequency of the device (d)

F; The CPU frequency of fog node (j)

F. The CPU frequency of the cloud server

Buay The available bandwidth for data transmission between the MD and the fog
node

B foc The available bandwidth for data transmission between the fog node and the

cloud

The action space Action space is a set of all conceivable actions that the agent can
perform in the environment, which directly affects where and how tasks are carried out.
In the context of task offloading, the decision to offload each task at a specific time step
t is represented by the action space. This choice essentially determines whether the
task should be processed locally on the IoT device, offloaded to the fog layer, or moved
to the cloud server. Each option has advantages and disadvantages: fog offloading
provides a balance between response time and computation but has limited resources;
cloud offloading provides abundant resources but causes higher transmission delays;
and local execution reduces communication delays but may overload device resources.

Thus, the action space can be formally expressed as:
a;={-1,0,1... M}, (3.28)

Where a;= 0 denotes local processing, a;, = -1 denotes cloud processing, and a;= [1
...M] denotes fog node execution (assuming 10 fog nodes, so M = 10) [105]. As a
result, the action space has the following formal expression: Table 3.3 summarizes all
possible actions that the agent can take during the task offloading process. Each action

corresponds to a specific execution location local device, one of the available fog nodes,
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or the cloud server allowing the agent to explore and learn optimal ofoading policies

across different computing layers.

Table 3.3: Description of possible actions in the action space

Values of a; | Execution location Description
-1 Cloud server Task is offloaded to the cloud for execution
0 Local device Task is processed locally on the IoT device
1 Fog nodel Task is offloaded to Fog Node 1
2 Fog node2 Task is offloaded to Fog Node 2
10 Fog node 10 Task is offloaded to Fog Node 10

e The reward Specifically, the reward reflects the performance of the system in terms of
latency and energy consumption, which are the two main optimization objectives in
this work. Since lower latency and reduced energy usage correspond to better system
performance, the reward function is modeled using negative values, which penalizes
suboptimal offloading decisions and encourages the agent to seek policies that mini-
mize overall cost. The reward function is a crucial component in guiding the learning
process of the DQN-based offloading algorithm. It is carefully designed to be consistent
with the objective function of the system model, which aims to minimize the total cost
associated with task execution. It is carefully designed to be consistent with the ob-
jective function of the system model, which aims to minimize the total cost associated

with task execution.

This reward structure allows the DQN network to repeatedly improve its policy by
linking high-value decisions to positive system outcomes, such that in practice, if a
task is performed in a way that causes a higher delay or energy consumption, the cor-
responding negative reward discourages the agent from repeating such actions. When
the decision to unload the task minimizes the objective function, the agent receives the

maximum reward, indicating an optimal or near-optimal decision
re(se, ar) = —(a x L+ B x E), (3.29)

Where the normalized delay and energy are measured by the weighting coefficients «
and 3, which properly balance several objectives and combine them into a single reward

function.
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Table 3.4: Example of reward values and their interpretation in the DQN-based of-
floading model

Scenario Value of L | Value of E | Value of | Value of | Value of reward
o g

Low latency, low en- | 0.2 0.3 0.18 0.82 -0.29

ergy

Moderate latency, | 0.5 0.6 0.18 0.82 -0.75

moderate energy

High latency, low en- | 0.8 0.3 0.18 0.82 -0.42

ergy

Low latency, high en- | 0.2 0.8 0.18 0.82 -0.70

ergy

High latency, high en- | 0.8 0.9 0.18 0.82 -0.88

ergy

Table 3.4 illustrates how the DQN agent is inherently directed to take actions that
minimize energy consumption and delay, gradually enhancing its offloading strategy

through reward-based learning over a number of iterations.

3.6.2.2 Weighting Factor Analysis

Based on the findings of our preliminary experiments, we systematically evaluated several
combinations of the weighting parameters o and 3 in order to capture their impact on system
performance. We discovered through this approach that the best balance between commu-
nication and computation expenses is achieved when o = 0.18 and § = 0.82. In addition
to lowering the overall system expense, this arrangement guarantees that task deadlines are
regularly met, enhancing system dependability and service quality.

The importance of parameters in the decision-making process is further highlighted by
parameter sensitivity analysis. More specifically, the higher value of o emphasizes the local
calculation component of the objective function. This reduces network traffic and dependence
on external resources, but it can also significantly increase device-level energy consumption,
which is undesirable for IoT devices with limited resources. Conversely, increasing the value
of 3 prioritizes the use of cloud or fog resources to complete tasks. This approach reduces the
energy consumption of local devices, but also increases dependence on network conditions,

communication costs, and transmission delays.
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3.6.2.3 Training and Execution Process of DQN Agent

Based on the current state of the system, the DQN model uses a neural network to approxi-
mate the Q-value function, which evaluates short-term execution costs as well as long-term
benefits of offloading actions. DQN can overcome the shortcomings of traditional Q-learning
thanks to these capabilities, especially in dynamic, high-dimensional IoT, fog, and cloud con-
texts. At each decision step, the model decides whether to execute the task locally, in the fog,
or in the cloud. This continuous interaction with the environment is how the model is taught.
Task completion time, energy usage, and overall QoS are examples of system performance
indicators used to evaluate actions. Through this iterative process, the DQN agent success-
fully learns how to balance response time and energy efficiency, thereby improving its policy.
This adaptability makes DQN especially effective in environments with fluctuating network
conditions, heterogeneous device capabilities, and varying workload demands scenarios where
static, rule-based strategies often fail.

The agent begins the decision-making process by monitoring the state of the environment,
which records task-level characteristics such as size, computing requirements, and device
power constraints, as well as infrastructure metrics such as network response time, band-
width conditions, fog and cloud availability, and more. The agent uses its learned Q-function
to determine whether offloading actions local processing, fog execution, or cloud offloading
will maximize the expected cumulative reward based on these observations. When an action
is executed, the environment immediately responds with a reward or penalty representing the
resulting performance outcomes, such as execution delay and energy consumption. The DQN
agent continuously improves its Q-value estimates using this feedback, resulting in a policy
that considers the long-term efficiency of future offloading decisions in addition to optimizing
the current decision. With the help of reinforcement learning, the agent can achieve continu-
ously economical and performance-conscious offloading techniques, dynamically adapting to
real-time changes in the loT—fog—cloud system.

The agent uses temporal difference learning to change its policy (7) based on the received
reward and the updated system state, successfully balancing short-term costs and long-term
rewards. By use of recurrent contacts (seen in Figure 3.4 by the cyclic arrows). The agent
gradually improves its decision-making skills until it can execute context-aware, adaptive

offloading. Figure 3.4 shows a summary of the agent using the suggested DQN technique.
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Figure 3.4: The process of task offloading decision of RL algorithms [1]

The main goal of the Q-learning framework [1] is to minimize cumulative system costs
or, equivalently, maximize long-term benefits. The agent interacts with the environment by
choosing actions and monitoring the ensuing state transitions and rewards. The agent grad-
ually improves its approach through trial-and-error without needing to know the dynamics of
the environment beforehand by assessing how well its action reduces metrics like latency and
energy usage at each stage. In its most basic form, Q-learning keeps track of the predicted
cumulative reward for every state—action pair in a Q-table [108]. This Q-table is updated re-
peatedly using the Bellman equation by taking into account both the estimated future values
of following states and immediate rewards. As the learning process is enhanced by the series
of visited states (sl, s2,...) and accompanying actions (al,a2,...), the DQN strategy enables
the agent to gradually converge on an optimal strategy. Although this tabular method is
useful for small-scale problems, it is impractical for high-dimensional loT—fog—cloud systems.
For this reason, deep neural networks, such as DQN, are being integrated to approximate the
Q-value function and allow for scalability in complex environments. As a result, the agent
will select the action that, under a policy (7), moves the state from (s;) to state (s;y1) at
each step, after which it will be rewarded (r;). Additionally, the status (s;) and action (a;)
are changed in the Q-table using the Bellman equation [109]:

Q(8t, 1) < Q(5¢,a¢) + €(ry + 7 X amaxrQ(sey1, ary1) — Q(s4, ar)), (3.30)

Where () is the discount factor and r; is the reward function obtained by going from state

(st) to (sey1). The (), which has a value between 0 and 1, represents how much we value
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prior rewards [1]. On the other hand, the learning rate, represented by (¢), influences how
rapidly the table will converge. The DQN-based task offloading strategy is summarized in
Algorithm 2.

Algorithm 2 DQN-based task offloading strategy
Input Tasks T, learning rate(e), discount factor (7).

Output Optimal offloading decision and total cost.

1: Function DQN Strategy:

2: Initialize replay memory D to capacity N.
3: Initialize total episode reward r = 0.

4: for Each episode do

5. Reset environment to initial state s.

6: for Each step do

7 Observe actual state s;.

8: Determine feasible action.

9 random = randomly choose from [0, 1]

10: if (random < ¢€) then

11: a; = randomly select action from {0,1,2}
12: else

13: ay = Y * MaZqction Q(St, ar).

14: end if

15: Execute action a;.

16: Calculate reward r; using Equation (3.29).
17: Observe next state s;,1.

18: Store (s, ag, re, S¢41) in replay memory.

19: Update Q(s¢, at) according to Equation (3.30)

20: end for
21: end for

Two neural networks that are the evaluation network and the target network make up
the DQN architecture used to construct the suggested algorithm. The evaluation network
is regularly updated throughout training and estimates Q-values, or the anticipated future
rewards for every potential course of action. On the other hand, the evaluation network and

the target network are synchronized at predetermined intervals to stabilize learning and offer
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steady Q-value targets. Three hidden layers, each with 64 neurons, make up the comparable
design of both networks. The output layer uses a linear activation to enable accurate Q-value

predictions, whereas the hidden layers use the ReLU activation function.

3.7 Conclusion

In conclusion, the main contribution of this work is our suggested DQN-based task offloading
algorithm, which was introduced in this chapter. Deep reinforcement learning is integrated
into the suggested method to accomplish intelligent and adaptive task placement decisions,
successfully addressing the issues of dynamic and heterogeneous IoT—fog—cloud ecosystems.
Using DQN, the offloading agent approximates the Q-value function using neural networks to
balance short-term and long-term goals while continuously interacting with the environment
to learn optimal policies. By constantly adapting to changes in network conditions, resource
availability, and task demands, the suggested model ensures effective use of computational
resources in contrast to static or heuristic approaches.

Our contribution is the development of a latency-efficient and cost-conscious DQN frame-
work that preserves system scalability and stability while reducing response time and energy
usage. The suggested approach outperforms conventional methods in terms of adaptability
and robustness by providing a reward formulation that simultaneously takes energy efficiency
and delay into account, along with a balanced weighting mechanism between communica-
tions and computing costs. The model’s ability to lower overall system costs and achieve
near-optimal performance under various network situations is further supported by the ex-
perimental evaluation. Last but not least, our contribution lays the groundwork for intel-
ligent, context-aware scheduling and offloading algorithms, opening the door for upcoming

developments incorporating multi-agent systems and extensive [oT deployments.
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Chapter 4

Performance Analysis and Discussion

4.1 Introduction

The performance analysis of the proposed DQN-based task offloading algorithm is a crucial
step in validating its efficiency, robustness and adaptability within the loT—fog—cloud ecosys-
tem. Based on the system model and the suggested approach described previously, this
chapter provides a comprehensive analysis of the proposed algorithm in a variety of system
configurations, focusing on important performance indicators such as response time, energy
consumption, resource utilization, scalability, and overall implementation cost, which provide
a direct indication of the feasibility of implementing the model in real-world environments.
The DQN-based method is compared with other fundamental techniques, such as local ex-
ecution, cloud-only offloading, traditional Q-learning, and experimental or meta-experimental
strategies such as DJA and bat algorithm, in order to ensure a comprehensive evaluation.
Furthermore, to emphasize the unique advantages of DQN in balancing computational effi-
ciency and communication costs, comparisons are made with more advanced reinforcement
learning approaches, such as DDPG. The chapter explores the convergence behavior of the
model, considering its ability to adapt to changing workloads and heterogeneous network
conditions, as well as the stability and speed of the learning process. Parameter sensitivity
studies are a key component of this research, as they examine trade-offs between commu-
nication and computation costs under different network dynamics, task sizes, and device
capabilities. These tests demonstrate the robustness of the proposed approach, as well as its
scalability and generalize ability to unknown task distributions. Along with a comprehen-
sive explanation, the results show that even in highly dynamic and resource-constrained IoT

scenarios, the DQN-based algorithm provides reliable, low-latency, and energy-efficient task
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distribution. The simulation results are ultimately linked to more general practical applica-
tions in this chapter, establishing DQN-based task offloading as a viable basis for managing

intelligent and scalable services in 6G and next-generation loT systems.

4.2 Simulation setup and parameters

In order to evaluate and compare the performance of the proposed DQN-based task offload-
ing strategy with other benchmark solutions, we have done simulations. The performance
evaluation has been done for three performance metrics: latency, energy consumption, and

cost of the algorithm.

4.2.1 System parameters

The performance of task offloading in cloud, fog, and IoT settings depends heavily on a set
of system parameters that control connectivity and computation. In addition to defining
network link constraints and the nature of the tasks to be performed, these parameters also
determine the capabilities of devices, fog nodes, and cloud servers. In order to analyze the
trade-offs between execution cost, energy usage, and latency, these metrics must be properly

defined. The system parameters can be categorized into five groups:

e Task-related parameters:
Each mobile device creates computational tasks with a computational workload W;,
maximum allowable latency 7;, and data size Dp;. The task size multiplied by the CPU
cycles per bit (CB), which represents the application’s processing intensity, yields the
workload. Across several computing tiers, these characteristics have a direct impact on

execution time and energy consumption.

o Device parameters: Mobile devices have limited CPU frequency (f;) and energy
efficiency (), indicating resource constraints. Therefore, local task processing reduces
transmission overhead, but because of its restricted processing capability, it may result
in higher energy consumption. Local scheduling delays are taken into consideration by

the device queue latency.

o Fog nodes parameters:
Medium computing units known as FNs (F;) have different energy efficiency factors
(n;) and higher CPU frequencies (f;). They offer lower transmission delays than cloud

servers because they are located close to IoT devices. However, to predict real-world
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performance, transport power requirements (PW,5¢) and queue latency must be taken

into account.

e Cloud parameters:
The cloud layer has the highest processing capacity (f.), but due to its remote location,
it causes longer transmission and propagation delays. The energy efficiency factor (7,)
and associated communication costs (PW sy.) of the cloud represent a trade-off between

high processing power and high energy consumption in long-range communications.

« Network parameters:
Communication latency and energy costs are significantly influenced by bandwidth lim-
itations. Two main bandwidth factors are taken into account: the bandwidth between
the fog node and cloud server (Byy.) and the bandwidth between the fog node and MD
(Bu2s). The transmission time of data-intensive tasks is directly impacted by these

parameters.

Together, these system parameters provide the foundation for modeling the cost function,
which integrates latency and energy consumption into a unified optimization objective. Their
careful definition ensures that the proposed DQN-based offloading strategy can be evaluated
in a setting that closely reflects the complexities and dynamics of real-world IoT—fog—cloud

deployments.

4.2.2 Simulation model

A comprehensive simulation model was created to mimic the dynamic interactions between
cloud servers, fog nodes, and IoT devices in order to test the proposed DQN-based offload-
ing approach. The simulation environment provides a realistic yet controlled platform for

evaluating the performance of algorithms in a range of scenarios.

4.2.2.1 Simulation environment

The main programming environment used in the simulation studies was Python version
3.19.13, which ensures interoperability with contemporary machine learning and reinforce-
ment learning packages. A 64-bit version of Windows running on an HP Elite Book 840
G3 laptop, manufactured by Hewlett-Packard (USA), was used for all applications. In its
configuration, the computer was equipped with an Intel(R) Core (TM) i5-6300U processor
running at 2.50 GHz with 8 GB of RAM. Although the configuration of this device is modest
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compared to high-performance computing servers, it was specifically chosen to represent a
realistic, resource constrained scenario, which is typical of many edge computing situations.
Using this platform, the study highlights the effectiveness of the proposed DQN-based offload-
ing method under typical computational conditions, as well as its potential for deployment

in real-world IoT—fog—cloud scenarios.

4.2.2.2 System Setup

The system configuration consists of a three-tiered IoT, fog, and cloud architecture that
simulates distributed computing scenarios found in the real world. 100 IoT devices produce
heterogeneous computational tasks at the edge layer, with data sizes ranging from 10 to 500
MB (mega bits) and an average workload of 500 MFLOPs (mega floating-point operations
per second). This reflects the various processing and latency requirements of the applications.
10 fog nodes at the intermediate layer, each with a moderate computational capacity and
unique energy consumption profile, receive tasks from these devices, allowing for effective
local processing and shorter transmission delays. A single cloud server with practically infinite
computational power is set up at the top layer to manage computation-intensive tasks that
are too big for the fog layer; however, this requires a longer transmission distance, which
increases response time and communication costs. Using this setup, the performance and
flexibility of the proposed DQN-based task offloading approach can be realistically evaluated

in a variety of implementation settings.

4.2.2.3 Simulation parameters

A summary of the simulation parameters used to assess the suggested DQN-based task of-
floading framework’s performance can be found in Table 4.1. During the experimental phase,
these parameters specify the learning, communication, and computation environments used.
The number of IoT devices and fog nodes, CPU frequencies, energy efficiency coefficients,
bandwidth capacities, and reinforcement learning hyper parameters (e.g., learning rate, dis-
count factor, and exploration rate) are significant aspects that are included in this list. By
setting these parameters, the simulation environment guarantees reproducibility and consis-
tency, enabling a fair comparison of the suggested DQN algorithm with alternative baseline

techniques.

Univ-Chlef 73



Performance Analysis and Discussion

Table 4.1: Simulation parameters

Parameter Value
Learning rate () 0.001
Discount factor (7y) 0.99
Batch size 32
Replay memory size 100,000
Initial exploration rate (¢) 1.0
Maximum Episodes 1000
Maximum Steps per Episode 200
Latency Factor («) 0.18
Energy Factor (5) 0.82
CPU Frequency of device(fy) 2.0 GHz
The CPU frequency of the fog node(f;) 2.5 GHz
The CPU frequency of the cloud server( f) 3.0 GHz
Energy efficiency of the device (1) 0.5
Energy efficiency of the fog node (n;) 0.4
Energy efficiency of the cloud server (7,) 0.3
Device Queue latency 5 ms
Fog layer Queue latency 10 ms
Cloud Server Queue latency 15 ms
Bandwidth between the MD and fog node(B,zay) 0.1 W
The bandwidth between the fog node and cloud server (Byz.) 0.05 W
Task data size (D) [10-500] MB
Task Workload (wr;) 500 MFLOPS

4.3 Evaluation Metrics

This section presents the performance metrics used to quantitatively evaluate the effectiveness

of the proposed DQN-based task offloading algorithm. These metrics are designed to assess

the algorithm’s ability to optimize computation and communication performance across loT,

fog, and cloud layers while balancing latency, energy efficiency, and resource utilization.
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4.3.1 Average latency (L):

This metrics represents the average time needed for completing all tasks including compu-
tation time, queuing delay, and transmission time, for all layers (IoT device, fog node, and

cloud server). It is expressed as:

i\[: (Lcomp queue + Ltrans) (4 1)

1
N i=1
WhereL7"" L", and L$“" represents the computation time, queuing delay, and compu-
tation time for task Ti, respectively. On the other hand, the N refers to the total number of
tasks in the system.

For latency-sensitive [oT applications, lower average response times mean better real-
time responsiveness and faster task execution such as healthcare monitoring and autonomous

vehicles.

4.3.2 Average energy consumption (E):

The total energy required to complete all tasks, taking into account both computing and

transmission energy, is measured by the average energy consumption metric. It is defined as:

1 N

E= ; (B + Efme) (4.2)

Where E77"", EX6" represents the execution computation energy, and the task transmission
energy respectively.
Keeping E to a minimum extends the life of [oT devices, particularly those with limited

battery space.

4.3.3 Total system cost (C):

A multi-objective cost function is established in order to assess latency and energy efficiency
simultaneously. Two weighting coefficients, o and 3, are used to combine delay and energy

consumption:

C=(a-L+p E) (4.3)

Where, o and [ are two weighting coefficients for latency and energy consumption, respec-
tively. This composite function combines energy consumption and communication delay into
a single optimization goal. A good balance between processing performance and power effi-

ciency was ensures by the optimal weight configuration, which was found to be a=0.18 and
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£=0.82 based on experimental evaluation. The experiments were conducted by simulating
multiple task offloading scenarios under various network conditions, computation workloads,
and device energy levels. Different combinations of a and [ were tested to observe their
influence on the total system performance. For each configuration, both the total execu-
tion latency and the energy consumption were measured on local devices, edge servers, and
cloud platforms. The configuration achieved the best trade-off between processing speed and
energy efficiency, minimizing the overall cost function.

The selected evaluation measures thoroughly evaluate energy economy and temporal per-
formance, two crucial needs in IoT-fog-cloud systems. Through the simultaneous reduction
of latency and energy consumption, the suggested DQN-based offloading model improves the
balance between QoS and QoE, guaranteeing effective, dependable, and long-lasting opera-

tion in diverse IoT contexts.

4.4 Results and Analysis

This section provides a comprehensive evaluation of the proposed DQN-based task offloading
approach, focusing on convergence properties, training stability, and relative performance
compared to existing techniques. The primary goal of this analysis is to verify the model’s
ability to reduce response time, energy consumption, and overall system cost in an IoT-fog-
cloud architecture. To achieve a comprehensive performance evaluation, multiple simulation
scenarios were conducted under different network conditions, task arrival rates, and resource

availability levels.

4.4.1 Convergence and learning stability

This section presents the evaluation of the proposed DQN-based task ofHoading algorithm
in terms of its convergence behavior and learning stability. At the beginning of the training
process, the DQN agent exhibits a wide variation in execution times, fluctuating between
24 and 36 seconds during the initial episodes. This instability characterizes the exploration
phase of the algorithm, where the agent systematically tests different offloading actions local
execution, fog offloading, and cloud delegation to acquire knowledge about the environment
state transitions, cost functions, and network dynamics.

As the learning process progresses, the agent gradually refines its decision-making policy
through interaction with the environment and feedback from accumulated rewards. Conver-

gence is achieved after approximately 50 episodes, as evidenced by the stabilization of the
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fitness value and the reduction in variance of execution time. This marks the algorithm’s
transition from the exploration stage to the exploitation phase, during which the DQN lever-
ages its learned policy to consistently select near-optimal offloading actions that minimize
latency and energy consumption.

As shown in Figure 4.1, the average execution time stabilizes after convergence and varies
slightly between 27 and 29 seconds during successive iterations. This stability shows that
the proposed DQN model can maintain effective performance even in dynamic and unstable
IoT-fog-cloud scenarios, successfully reaching policy convergence. The consistent execution
times after convergence prove that the DQN method is well suited for real-time adaptive task
offloading in heterogeneous computing networks, where it can successfully adapt to changes

in the environment.

Runtime chart
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Figure 4.1: DQN approach execution time

Figure 4.2 illustrates the comparative learning curves of the proposed DQN-based task
offloading algorithm and the optimal strategy in terms of total system cost over 300 training
episodes. As shown, the DQN algorithm demonstrates faster learning and better adaptation
to the environment by achieving convergence in significantly fewer epochs. This efficiency
results from DQN’s ability to continuously interact with the IoT—fog—cloud ecosystem to
repeatedly refine Q-value estimates. This enables DQN to discover the best task offloading
strategies without conducting an exhaustive search. As training continues, the total cost
decreases steadily, demonstrating the agent’s ability to reduce response time and energy con-
sumption. In addition, the DQN model is more resilient than the best static approach in
dynamically changing network conditions, as it quickly adapts to changes in resource avail-

ability and communication delays to improve overall system performance and user experience
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quality.

Learning Curve of DQN Agent and Optimal Strategy
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Figure 4.2: Optimal strategy and DQN training convergence process

4.4.2 The proposed algorithms comparative analysis

The two algorithms described in this thesis were applied in order to evaluate their performance
by comparing them with other algorithms currently used in the same context. In this section,
we present a comprehensive comparison of the performance and efficiency of the proposed
algorithms using a set of performance indicators and application cases, with the parameters
listed in Table 4.1.

4.4.2.1 Energy consumption

Figure 4.3 compares the average energy consumption of the optimum method across the
three execution layers (local, fog, and cloud) with the suggested DQN-based task offloading
algorithm. In order to assess the scalability and flexibility of each approach, the tests were
conducted for two distinct task loads, consisting of 10 tasks and 100 tasks. In both situations,
the DQN-based method shows better energy efficiency at every execution tier, with the cloud

layer showing the most increase in terms of energy savings.
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Energy Consumption Comparison by Execution Layer - DQN vs Optimal_Strategy - 10 Tasks
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Figure 4.3: the average energy consumption for DQN and optimal strategy in different exe-

cution layers for 10 tasks and 100 tasks.

Specifically, the DQN algorithm achieves a reduction in response time of approximately
33% for 10 tasks and 30% for 100 tasks compared to the optimal strategy in the cloud layer.
This significant improvement can be attributed to the parallel learning and decision-making
capabilities of the DQN framework, which allows for the simultaneous evaluation of multiple
pairs of states and actions and the efficient distribution of tasks across available resources.
Whereas the optimal strategy typically relies on sequential computation, limiting its ability
to exploit parallelism and adapt quickly to network fluctuations.

According to quantitative statistics, the DQN algorithm reduces energy consumption by
approximately 25% for 10 tasks and 16% for 100 tasks compared to the best method. These
results demonstrate how the model can maintain excellent energy efficiency as the number

of tasks increases. The DQN-based method is a reliable option for sustainable and energy-
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conscious IoT—fog—cloud systems, as it consistently saves energy across all processing levels

and scales well with increasing workloads, according to the research.

4.4.2.2 Latency

The average response time across the three execution levels (local device, fog, and cloud)
is compared between the best method and the proposed DQN-based offloading strategy in
Figure 4.4 To test scalability and responsiveness under different workloads, the evaluation is
performed under two task load scenarios with 10 tasks and 100 tasks. The figure shows how
the DQN-based method consistently reduces response time at each execution layer, demon-
strating its exceptional ability to dynamically adapt to different network and computing

conditions.
Latency Comparison by Execution Layer - DQN vs Optimal_Strategy - 10 Tasks
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Figure 4.4: the average latency for DQN and optimal strategy in different execution layers
for 10 tasks and 100 tasks.

The DQN method reduces response time by approximately 33% for 10 tasks and 30% for

100 tasks compared to the best strategy, representing a significant increase in performance
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at the cloud layer level. This remarkable increase was achieved thanks to the parallel learn-
ing and decision-making capabilities of the DQN framework, which enables the simultaneous
evaluation of multiple pairs of states and actions and the efficient distribution of tasks among
available resources. On the other hand, the best method typically uses sequential computa-
tion, which limits its ability to take advantage of parallelism and adapt quickly to network

fluctuations.

4.4.3 Comparative performance results

This study includes a comprehensive comparison of performance within the IoT—fog—cloud
computing environment by evaluating the proposed optimal strategy and DQN-based task
offloading algorithm against three standard methods: Discrete Jaya Algorithm (DJA) based
algorithm [110], bat-based algorithm [11], and deep deterministic policy gradient (DDPG)
based algorithm [95]. The underlying optimization operations and environmental assump-
tions of these algorithms differ significantly from the proposed methods, although they share

some modeling parameters and operational constraints.

4.4.3.1 Latency evaluation

The DJA algorithm [110] represents a metaheuristic-based task scheduling scheme designed
to optimize latency and resource utilization in fog computing environments. It uses heuristic
decision-making based on the Discrete Jaya Algorithm to efficiently find suboptimal solutions,
but often struggles to adapt to highly dynamic network conditions. In contrast, the bat
algorithm [11] proposes an Al-powered workload offloading and resource allocation framework
for fog cloud systems that can be enhanced with optical networking capabilities, improving
communication efficiency and transmission reliability. While both DJA and bat algorithms
alm to improve response time and resource allocation, they rely on predefined or rule-based
heuristics, limiting their ability to adapt to evolving environments in real time.

Furthermore, a deep reinforcement learning model specifically designed for MEC systems
assisted by Unmanned Aerial Vehicles (UAV) has been introduced using DDPG technology
[95]. The DDPG method operates in various dynamic aerial environments, where UAV are
used to improve computational coverage, unlike DJA and bat algorithms, which focus on
static or fog-centric designs. Although this method is intended for situations that differ
from those of traditional IoT infrastructures fog and cloud, it shows great adaptability when
movement is restricted.

Figure 4.5 presents the comparison of average latency achieved by different task offloading
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strategies under various workloads. These strategies include the optimal strategy, the pro-
posed DQN-based algorithm, and other reference techniques such as bat, DJA, and DDPG
algorithms. As expected, increased communication overhead, queue delays, and increased
competition for system resources lead to higher average response times for all methods as the
number of tasks increases. With moderate latency, the bat algorithm outperforms DJA but
performs worse than DQN, DDPG, and the optimal strategy. This is due to bat’s search-
based methodology, which, despite its success, may not respond to changes in dynamic tasks,
resulting in increased transit time compared to the adaptive DQN approach. On the other
hand, DJA has the highest latency among all the algorithms considered, as its determinis-
tic heuristic approach lacks the adaptability and flexibility of Al-powered techniques. This
limitation results in suboptimal latency performance, particularly in settings with dynamic
workloads and diverse IoT demands.

The DDPG-based approach achieves better performance in terms of latency compared
to benchmark algorithms because it is adept at managing continuous states and workspaces,
allowing it to develop precise unloading strategies that adapt effectively to changing environ-
mental conditions.

However, the DQN algorithm is consistently the most effective technique evaluated,
achieving the lowest latency. Its strong performance is maintained as the workload increases,
demonstrating its adaptability and scalability. Compared to the optimal strategy and bat,
DQN improves response time by more than 30% in quantitative terms and outperforms DJA
by approximately 40%. The optimal approach outperforms bat and DJA across the range
studied, while starting with a slightly longer response time than DQN.
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Latency Comparison for Different strategies

—— BAT +
DJA

—— DQN-algorithm /

—e— Optimal strategy s

15.0 A -
—=— DDPG-based (with diffrent environment conditions) 4

17.5 1

12.5 1

10.0 1

Latency (s)

5.0 1

2.5 1

0.0 7

0 20 40 60 80 100
Task numbers

Figure 4.5: Latency Comparison across task offloading strategies.

4.4.3.2 Energy consumption analysis

Figure 4.6 illustrates the average energy consumption comparison for different task ofoading
strategies, including the optimal strategy, the proposed DQN-based algorithm, and bench-
marking techniques such as bat, DJA, and DDPG algorithms. In this context, energy con-
sumption includes the computing energy needed to complete activities as well as the trans-
mission energy needed to transfer data between cloud servers, fog nodes, and IoT devices.
A shown in the figure, the DQN algorithm consistently uses the least amount of energy in
all evaluated scenarios. Its ability to learn and adapt dynamically to changing system con-
ditions is what makes this optimization possible. It optimizes task distribution to reduce
unnecessary transport and avoid energy-intensive activities. The DQN agent achieves an
effective balance between computation and communication by using reinforcement learning
to continuously update the offloading policy. This allows it to select the execution layers that
use the least amount of energy overall for each task.

However, across all arrival rates, the DQN algorithm consistently maintains the low-
est energy consumption, demonstrating its ability to dynamically adjust offloading options
depending on resource availability, network load, and system conditions. Thanks to its flexi-
bility, the DQN model can effectively control task distribution, reducing energy consumption
even in high-traffic situations. However, due to its reliance on fixed analytical optimiza-

tion instead of adaptive learning, the optimal method works quite well but exhibits a more
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pronounced rise in overall energy consumption at higher arrival rates. Significantly larger
energy consumption are shown by the bat and DJA algorithms, suggesting less effective task
distribution under increased workload. Because the DDPG method was first developed for
UAV-assisted environments rather than distributed IoT—fog—cloud systems, it fails to adapt
effectively to the heterogeneous and multi-layered nature of the system.

As depicted, the DQN-based strategy significantly reduces energy consumption compared
to the bat and DJA algorithms. While bat and DJA start with higher energy levels of around
40 joules, DQN and optimal strategies start at around 20 joules. DQN achieves approximately
35% and 50% lower energy consumption than bat and DJA, respectively. This demonstrates
the superior adaptability and efficiency of the DQN model in dynamically optimizing task

offloading decisions to reduce energy usage in loT—fog—cloud environments.
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Figure 4.6: Energy consumption comparison across tasks offloading strategies

4.4.3.3 Total cost comparison

Figure 4.7 illustrates how the total cost of the system changes as the number of tasks in-
creases, revealing notable differences in the performance of the algorithms examined. Across
a range of workloads, the DQN-based strategy consistently outperforms all other strategies
and achieves the lowest total cost. Compared to the DJA and bat algorithms, the optimal
approach shows an approximately 30% reduction in total cost as the number of tasks in-
creases. This indicates the theoretical efficiency of the strategy but its poor adaptability in

dynamic contexts. On the other hand, since it was created for UAV-assisted scenarios rather
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than distributed IoT—fog—cloud scenarios, the DDPG-based approach shows moderate and
less reliable results. On the other hand, the DQN algorithm’s intelligent, adaptive learning
mechanism continuously improves offloading decisions based on task complexity, network con-
ditions, and available computational resources, resulting in up to 50% lower costs than both
DJA and BAT. In diverse and dynamic computing settings, this demonstrates the scalability

and resilience of DQN in maximizing cost efficiency.
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Figure 4.7: Total cost comparison across tasks offloading strategies

However, the DJA algorithm is more expensive than the other approaches because it
relies on static, rule-based decision-making, which leads to less-than-ideal resource use and
restricted scalability. Although dynamic in nature, DJA differs from the more adaptable
systems studied in that it is unable to effectively respond to changes in system state, resource

heterogeneity, and multi-objective constraints.

4.4.3.4 Variability and Reliability Analysis

A statistical analysis was performed on the reliability and variability of the performance
metrics of the proposed DQN-based task offloading strategy, such as response time, total
cost, and energy consumption, in order to further evaluate its robustness. The results high-

light significant differences in both performance efficiency and stability among the evaluated
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algorithms.

The DQN-based algorithm is the best at reducing system cost (28.0), energy consumption
(30.2), and latency (5.1), as evidenced by the lowest average values it obtains across all three
parameters. Furthermore, all measurements show remarkably low variance, with standard
deviations of less than 0.04. The stability, reliability, and consistency of the algorithm under
dynamic IoT—fog—cloud environments are highlighted by the standard deviation of cost of
0.012, which shows a particularly narrow confidence interval. This stability results from the
DQN model’s ability to successfully adapt to changing workloads and resource conditions by
continuously optimizing its decision-making policy through reinforcement learning.

On the other hand, heuristic algorithms like bat and DJA exhibit the highest mean values
for every performance metric. Of these, the DJA approach records the highest latency (10.2)
and energy consumption (70.3). Their static decision-making processes result in consider-
able performance swings and poor flexibility, as indicated by these raised values and higher
standard deviations (up to 0.25). Since the DDPG-based approach was first created for UAV-
assisted environments rather than distributed IoT—fog—cloud systems, it outperforms DQN
despite having mean values that are somewhat higher than DQN due to its non-adaptive
nature. The optimal strategy performs fairly well.

When compared to other benchmark algorithms (bat, DJA, Optimal, and DDPG), the
DQN method consistently shows low standard deviation values, as shown in Table 4.2. This
indicates that even with varying system conditions and workload, the proposed method
continues to operate stably and predictably. The reliability of the DQN method in a variety
of operating conditions is confirmed by the cost metric, which shows a standard deviation of
less than 0.012, or a narrow 95% confidence interval.

Overall, the table demonstrates that the suggested DQN-based offloading technique guar-
antees higher dependability and predictability of results in addition to outperforming all
benchmark approaches in terms of efficiency. These outcomes confirm the stability of DQN’s
learning framework and show that it has the potential to be a scalable and energy-efficient

real time loT—fog—cloud task management solution.

4.4.4 Discussion of findings

This section discusses the results of comparing the proposed DQN-based task offloading
strategy with four reference methods: optimal strategy, bat, DJA, and DDPG. The relia-
bility, stability, and scalability of each method are examined, and the experimental results

are interpreted in terms of response time, energy consumption, and total cost. This anal-
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Table 4.2: Mean and standard deviation of the three metrics across100 tasks.

Strategy Metrics Mean Std. dev.
Cost 58.7 0.024
BAT Energy consumption  55.0 0.18
Latency 8.7 0.07
Cost 65.2 0.031
DJA Energy consumption  70.3 0.25
Latency 10.2 0.09
Cost 28.0 0.012
DQN-based algorithm Energy consumption  30.2 0.01
Latency 5.1 0.04
Cost 30.5 0.015
Optimal strategy Energy consumption  35.0 0.13
Latency 6.0 0.05
Cost 45.3 0.029
DDPG-based (with different
Energy consumption  50.5 0.20
environment constraints)
Latency 4.5 0.06

ysis clearly shows how the proposed DQN framework helps loT—fog—cloud systems achieve
efficient, intelligent, and adaptive task offloading.

4.4.4.1 Comparative overview of algorithmic performance

According to the comparative results, the proposed DQN-based algorithm performs better
than the baseline techniques in all three key performance metrics. Compared to experimental
algorithms such as bat and DJA, DQN technology efficiently reduces overall costs, saving up
to 50% while maintaining a 25-35% increase in energy efficiency and reducing average response
time by 30-33%. The reason for these results is that the DQN agent can dynamically adapt to
changing network conditions and workload density by repeatedly optimizing the offloading
policy through reinforcement learning. The DQN model makes near-optimal choices that
maintain responsiveness in complex contexts while minimizing the overall cost of the system
by learning from previous interactions and feedback.

On the other hand, fixed or semi-random search techniques used by traditional heuristic

algorithms such as bat and DJA are inflexible and result in unstable and energy-consuming
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task distribution under high load conditions. The exhaustive search performed by the optimal
strategy makes it computationally expensive and impractical in large and dynamic IoT con-
texts, despite its effectiveness in small-scale settings. Similarly, the DDPG-based approach
initially created for MEC contexts supported by drones with distinctive communication and
movement dynamics, shows poor adaptability in distributed IoT-fog-cloud systems, even if

it is a deep reinforcement learning technique.

4.4.4.2 Energy and latency insights

According to the energy study, the DQN-based offloading system is the most energy-efficient
across all levels of implementation (local, fog, and cloud). The DQN agent’s ability to
dynamically partition computational workloads between fog and cloud layers reduces redun-
dant transport costs and eliminates redundant data ofHoading, which is the source of this
improvement. The agent may improve short-term and long-term incentives through adaptive
learning, resulting in reduced cumulative energy consumption while maintaining real-time
responsiveness.

Response time data supports the superiority of the DQN algorithm. Compared to al-
ternative methods, the DQN model significantly reduces end-to-end response time through
continuous learning from environmental feedback. The agent effectively determines the best
places to execute activities, using cloud resources for computationally intensive tasks and
fog layer as needed to reduce communication response time. Due to its adaptability, the
DQN framework can operate with extremely low response times even in high-density task

conditions, where static and experimental methods often show performance degradation.

« Reliability and Stability of the DQN Model
The consistency of the proposed DQN-based method was verified by studying variance
and reliability 4.2. With the lowest standard deviation values (less than 0.04) among all
performance indicators, the method demonstrates its resilience in dealing with varying
workloads and network conditions. The low 95% Confidence Interval (CI) of the DQN
model results confirms the statistical significance of its stable performance. In compar-
ison, the bat and DJA algorithms show greater variability, indicating volatile behavior
and sensitivity to changes in the environment. Although the Optimal and DDPG ap-
proaches are more stable than the experimental approach, they produce more variable

results than the DQN technique.

e Overall Discussion and Implications

The results taken together show that the suggested DQN-based approach offers a reli-
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able and clever way to offload tasks in IoT—fog—cloud systems. The DQN model effi-
ciently adjusts to changing situations by utilizing deep reinforcement learning to make
decisions in real time that minimize system cost, latency, and energy consumption. In
contrast to static optimization or heuristic models, the DQN algorithm ensures adapt-
ability, scalability, and dependability by continuously adjusting its strategy in response

to environmental feedback.

These findings not only support the technical value of incorporating DQN into the
offloading decision-making process, but they also demonstrate its applicability in large-
scale IoT systems, where diverse devices and varying workloads present difficult prob-
lems. The DQN framework’s exceptional performance indicates that it has a great
chance of being used in real-time, energy-constrained, latency-sensitive Internet of
Things applications including industrial automation, smart cities, and autonomous sys-

tems.

Conclusion

In summary, this chapter has offered a thorough examination and interpretation of the exper-
imental findings derived from comparing the suggested DQN-based task offloading framework
to a number of benchmark algorithms, such as the Optimal, bat, DJA, and DDPG strategies.
The findings confirm that the proposed framework achieves significant improvements in cost,
energy consumption, and latency without compromising stability or reliability. The DQN
model outperforms static optimization techniques and traditional heuristics that have trouble
in dynamic loT—fog—cloud environments by dynamically adjusting offloading decisions based
on real-time system states through its adaptive reinforcement learning mechanism.
According to the performance analysis results, the proposed DQN-based offloading solu-
tion outperforms traditional optimization techniques and experimental methods. The DQN
architecture consistently eliminated implementation costs, reduced latency, and consumed
less energy across a range of task sizes and computer levels. Notably, the algorithm demon-
strated rapid convergence and remained stable even in the face of highly diverse and dynamic
[oT, fog, and cloud scenarios. The flexibility and resilience of the DQN approach has been
demonstrated by notable advantages of up to 50% in energy savings and 40% in latency
reduction compared to bat, DJA, and DDPG. Furthermore, even when compared to the
theoretical optimum, DQN has demonstrated its ability to deliver near-optimal results in

real-world environments where comprehensive information is rarely available. Considering
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all factors, these results show that integrating DQN learning into IoT-fog-cloud systems not
only improves system performance but also ensures reliable, scalable, and economical task
execution, making it a viable option for future energy- and latency-sensitive IoT applications.

This chapter analyses and interprets the experimental results comparing the proposed
DQN-based task offloading framework with a number of benchmark algorithms, such as Op-
timal, bat, DJA, and DDPG strategies. The results clearly show that the proposed approach
maintains a high level of stability and reliability and significantly improves all important
performance parameters, including total cost, energy consumption, and latency. The DQN
model outperforms static optimization techniques and standard empirical methods that face
difficulties in dynamic IoT—fog—cloud scenarios by dynamically adjusting discharge decisions

based on real-time system variables through adaptive reinforcement learning.
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Conclusion

In this thesis, we address the problem of efficient task offloading in collaborative Internet
of Things-fog-cloud systems, where communication conditions and computing resources are
highly diverse and heterogeneous. There is a growing demand for intelligent decision-making
that can balance performance indicators such as response time, energy consumption, and sys-
tem cost due to the explosive growth of connected devices and data-intensive applications.
To meet these needs, we propose a DQN-based task offloading architecture that continuously
interacts with the environment to learn the best offloading techniques. Initially, the problem
was presented as a collaborative optimization model with the goal of minimizing energy con-
sumption and response time across cloud, fog, and IoT layers [111]. The proposed approach
dynamically classifies tasks and determines the best place to execute them based on network
conditions, computational load, and device power constraints using reinforcement learning.

Without requiring complete prior knowledge of the environment, the proposed DQN al-
gorithm allows the system to learn from past experiences, adapt to changing conditions,
and achieve near-perfect performance. According to extensive simulations, the DQN-based
approach outperforms state-of-the-art techniques, such as optimum, bat, DJA, and DDPG-
based algorithms. In particular, the DQN model demonstrated its ability to provide reliable
and flexible performance in complex IoT—fog—cloud systems by achieving a cost reduction of
up to 50%, a response time improvement of 33%, and an energy efficiency increase of 25%.
Furthermore, the proposed system includes task classification to facilitate intelligent offload-
ing choices by determining whether the local, fog, or cloud execution layer is most suitable
for each type of activity. The proposed method is suitable for real-time applications that
require low latency and high reliability because this integration improves the flexibility and
scalability of IoT infrastructures.

Overall, the results support the idea that reinforcement learning, particularly DQN, pro-
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vides a reliable, scalable, and context-aware approach to the task unloading problem. This
model is a viable path for future distributed computing systems due to its ability to contin-

uously improve its policy, ensuring long-term system efficiency.

Future works

Although the proposed DQN-based task offloading scheme has shown excellent results in
reducing response time and energy consumption in loT—fog—cloud settings, there are still a
number of interesting research areas that need to be explored. Future computing offloading
systems should be more intelligent, flexible, and scalable thanks to these insights.

The implementation of multi-agent reinforcement learning is a key avenue for further
study. A single DQN agent makes all decisions regarding task offloading in the current work.
The growing number of [oT devices and fog nodes may limit the scalability of this centralized
solution. Distributed intelligence can be achieved through the system by deploying multi-
ple autonomous agents that collaborate globally and learn locally, enhancing scalability and
responsiveness in dynamic workload and network conditions. Furthermore, future research
should focus on applying the proposed technique in the real world using advanced computing
platforms such as Raspberry Pi or experimental test platforms. Verification under realis-
tic conditions involving changing network characteristics, device movement, and workload
variability will be possible by deploying the DQN framework in actual IoT and fog cloud
infrastructures. The flexibility and resilience of the algorithm to changes in the environ-
ment will be further enhanced by adding online learning and transfer learning techniques.
Moreover, although this study improves two important metrics, response time and energy
consumption, and future research should consider multi-objective optimization by incorporat-
ing variables such as task success rate, reliability, productivity, and bandwidth. Pareto-based
optimization and multi-objective reinforcement learning may be able to resolve competing
performance objectives, increasing system efficiency and user satisfaction.

Finally, future studies could improve this classification method by grouping tasks in an
adaptive and context-aware manner, as this thesis focuses on classifying tasks for unloading
decisions. Unsupervised learning techniques such as self-organizing maps and clustering can
be used to automatically classify tasks according to characteristics such as response time
sensitivity, computational intensity, or data volume. When combined with reinforcement
learning, this system will enable more intelligent task scheduling and prioritization, ensur-

ing that sufficient resources are available for critical operations while maximizing overall
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performance.
In conclusion, the proposed DQN-based model provides a robust foundation for task of-

floading in intelligent and flexible loT—fog—cloud systems. However, by adopting multi-agent,
unified, and hybrid learning methodologies, real-world deployment, multi-objective optimiza-
tion, and sustainable computing, future research can expand its scope. These developments
will enable the creation of next-generation intelligent systems capable of energy-efficient,

context-aware, real-time judgments in dynamic and increasingly complex IoT contexts.
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